BERERER D
$21% $15%, 2011, 2

IPTV Flexible-PPC 3H3¢ll4¢]
bAEE 2Hlx AT Alo] A&

&

ol
H
ne.
>~
rlok

0
o
Hy

Secure Contents Access Control System
in IPTV Flexible-PPC Model*

Yonggoo Kang,* Jihwan Lim, Heekuck on'
Hanyang University

Q ok
S =

A=A 22 TPTV Aulz) shslatollA| v]-8-& At 7k ARgAtll A Au2~F Agslr] 43 44
el 22ele} @A) [PTVE PPC(pay-per- channel)s’% PPV(pay-per-view) ¥ 714 #7328 Aujxs 5 9}
El, ARk H kel et g1o]o] A 233 4 gl FE] 7o 47410401 Al A F71 2 A7t Tk
g F-PPC(Flexible-PPC) #7o] 278} 715—01] Aord AggpalAzd 71HES F-PPC #46 A 831719
Al EAfdch B =M E F-PPC #7el A83 & ole 474]% 7] P2 AFFAA RS A<kt
Fehe AaH oA ERE o]8-ate] HgAlal 7] Wiyt shssta 7] AAlel 8EE AR BAlRe] o1)
o]7] witel HfAFe] Ffo] Hrh webr] 7)Ee] AgFAIA el wlE] gl T ehAiskc)

2 rlr

ABSTRACT

A conditional access system is an essential element in IPTV services enabling service providers to allow authorized access
to their services only to paid subscribers. Currently, there are two types of IPTV service models, namely PPC (pay-per-channel)
and PPV (pay-per-view). However, a more desirable model would be the flexible PPC model, in which subscribers are free
to choose any combination of preferred chanmels and add/remove channels independently. In this paper, we first point out that
a previously proposed key management scheme for F-PPC is not secure. We then propose a new conditional access system
using 4-level key hierarchy to realize secure F-PPC services. Compared to existing schemes, the proposed system is very
efficient, just requiring O(1) communication for key update.
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