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ABSTRACT

Recent trends in mobile device market whose services are rapidly expanding to provide wireless internet access are drawing
people’s attention to mobile security. Especially, since threats to information leakage are reaching to the critical level due to the
frequent interchange of important data such as personal and financial information through wireless internet, various encryption
algorithms has been developed to protect them. The encryption algorithms confront the serious threats by the appearance of side
channel attack (SCA) which uses the physical leakage information such as timing, and power consumption, though the their robustness
to threats is theoretically verified. Against the threats of SCA, researches including the performance and development direction of SCA
should precede. Among the SCA methods, the power analysis (PA) attack overcome this misalignment problem. The conventional
methods require large computational power and they do not effectively deal with the delay changes in a power trace. To overcome the
limitation of the conventional methods, we proposed a novel alignment method using peak matching. By computer simulations, we
show the advantages of the proposed method compared to the conventional alignment methods.
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NES 5 a3 Ae]e] 7HAe] nlaA] dAe AEE A Als, aela AljkE #z ofA] ug o) 44
71E AZR sle] Ao dgk A% el st A= A3l sl DPA 345 33 | 283
PA 34 A3 A3 Ex PA 34 ddibellA v 7) 4 AY As NeE (& 2)e ez, CPA
2 353 34 7Y oo thEgka o) & Alelg v FAS FdYE | 2o AL A A% e
A FA 7 F 2 HERS Abe] HlEE ey & 3Jell AAERATt. 1714 Fail 2 =12l 4,000
= MDR (Maximum Difference Ratio)(23]¢] el Az dellA v 715 Aoplied AfYSE
Hs AR olgs #ld 4 glet ojrigel, (& 2)eM & § 5ol AREA ¥ A
5% ol4d DPA ¥4& 3512 Wt BE 494
o Bl AR AL 2 4 ek oleE 22 A
E[]\ﬂ)RZ]: i=k 91 0]‘%”\_‘:‘ H/W = é‘;{j A]'O/] ‘9—/:(]'01] ‘0/]61‘1, Ogij:o
Nt 27 eht SHE AY AE H3o) A7 & A
2 (MDF, — EAMDR ]}’ (10) Az AL o] fEeld, ez A
ver MDA = 5 G A W WAt 33 S ol8T 4
o ZA#E AR "o Afelx 4,0007] e
ma‘}(tv'(‘}(i)imaXQtr(‘sz) LS A 2 s \ny
MDE, = max, (X)) AzoA 2 ¢ ole A4E B 5 ot HEE
tr i
4,0007 AN FAAN AFetenz AlHert
0] 7]2 23 g Fo) ARLEE A Al 2o} drol 3% Ik vlE vleka 2] ofgivt. ofd
Wold 4 AlFe] BEAA Exlo] gpilulnz zA) A= AT A A2 “1% |5 ol-8-&le] A ‘iﬂ% “jrlff}
43-e Bl e, wE vz 22 23 9) = Al B4 gy Ee] 23] A7kt g
o) Rt o1 sl 24 F19] gl e EN ERAEATE ANaT A g B
Feslolol 2z MDR] 9e] & @b sbps & 19 SE AN 2G5 0] wEels. POC
A EA Bk e AT 4w A Alsge] o SEE 18T A AR e wabh =2
2 % jaEgke] Ao|rh ghadls o= AR o HE o] 43 AYubE AR AsE Reled, o]
@A 4 9)es oulslna MDRE HAbe] zlole} = A A AF Lol HL Aol BAEZA] oot
#53 7Ph Esl g wl g1 Bl o HIBRERE £ESE A A Pasens
Avh 2ol MDR 49 980 2g galse > LS AN ARG E gi] wvelt, ol o
e B %o wwstelc), 3 A S o) 43 A5 AR 2E v
Aol x| ke %) AlE 7|29 A wpow 7)ol s A AE3AEE £ 5 e, 87
(Z 2] DPA 34A 2FEE 34 M3 M 74
key No.| A8 A A& | AAS Ay POC As | Bz} 255 o143 9 | Add =2 oA A2

1 Fail 3.997 Fail 3.053 712

2 Fail 3,420 3.858 2,826 770

3 Fail 3,805 Fail Fail 868

4 Fail 3,921 3,859 2,325 853

5 Fail 3.999 Fail Fail 1,321

6 Fail Fail Fail 2,946 933

7 Fail 2,850 Fail 2,745 1,772

8 Fail 3.130 3,154 2,185 1,063

9 Fail 3,841 Fail Fail 1,879

10 Fail Fail Fail 3,673 588

11 Fail Fail Fail Fail 1,732

12 Fail Fail 3,995 3.922 1,192

13 Fail 1,547 1,879 1,540 917

14 Fail Fail Fail Fail 849

15 Fail Fail Fail 3,929 1,215

16 Fail 1,400 1,868 1,428 757




162 wulel 7)7lo48] A #4 FAL A8 Ae A s 4
(E 3) CPA B2Al @7EE 34 X3 AT 75
key No. | A9 A A% | J9A%F 32 | POC A | A3t 35¢ ol 4% A4 | AWd 5= 94 4
1 1,300 3,167 257 1,425 249
2 520 1,278 750 1,194 400
3 2,050 1,448 390 433 362
1 1510 608 1,085 989 423
5 2,980 1,687 780 1,191 429
6 2,710 1775 Fail 2,528 1,493
7 3,750 751 660 1,287 1,030
8 Fail 1,219 1,205 1,833 1,481
9 Fail 2.216 882 1,683 921
10 3.090 1,414 1,443 921 1,825
11 Fail 1,130 1,413 2,357 1,133
12 Fail 1,408 2,571 2,048 3,274
13 Fail 2,131 680 895 825
14 Fail 882 729 695 609
15 Fail 3,884 3.752 3.951 1,278
16 Fail Fail 2.463 3.311 3,341
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