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ABSTRACT

Instant Messenger is one of the most popular communication service when translating message or data each other through
Internet. For digital crime investigation, therefore, it is obviously important to obtain communication trace and contents derived
from Instant Messenger. This is because that gathering traditional communication histories also have been important until now.
However, extracting communication trace and contents are not easy because they are generally encrypted or obfuscated in local
system, futhermore, sometimes they are located at server computer for Instant Messenger. This paper researches on extracting
communication histories against NateOn, BuddyBuddy, Yahoo! messenger and Mi3 messenger, and obtaining user password or
bypassing authentication system to Instant Messenger Service when a user use auto-login option.
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1

index=0 count=0 neobug=70

LOOP index to UserKeySize
1

temp = UserKey[index] + 254

IF (temp-0xFE) < neobug

temp = (temp+255)-254-neocbug
ELSE
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count="0
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}
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BuddyBuddy Message File

Header UMSG seo UMSG

Struct HEADER Struct UMSG

{ {

WORD  signature DWORD DATA_length
BYTE ID_length STRING DATA

STRING ID BYTE SendRecieveFlag
DWORD unknown BYTE buddyID_length

} STRING buddyID

BYTE TimeStamp_length
STRING TimeStamp

BYTE EOM

}

(22! 3) B EAILS ot

ne
-
F

e EAlygut 21 ol W3 U gdseale 4
S AlAde] AlAkeE AlAAE FEE w7bA] e ZE ]
$& g ik WA FRAE BAS skEd A7t
Fo 7 7155

#t] FxALE signature, ID length, 183
ID 522 ?‘35101 oAtk mgnatureL vlelo] A=}

= = e g ID=
s skl %° o 7 7:”6]’5’— gler] fuiz
= Jelh, &, ID_length %ol 6o]2k#
AA 1DE] 37]L 128} E7} = Ao},

AR P2 33} 51 EAUST FAlo] o
2ol A7} aelx el BAS ARl EAE 7]
233 glth. DATA lengthe A4 =275
yeldle | SendReceiveFlages SAlUl4o] <)
ID 71&Eo 2 $41 3 FAFHYEAS delEe). o
grel Oolwl £41 wloJejo]a lo]wd 54l wlo|efe]c}.
buddylDE -2} BAS IR S 7|28t gl
o, TimeStamp & EAlo] o] Foizl A7ke 1}
bt} o971+ buddyID$} TimeStamp #< 4
Fe YA EAQR ARE7] ol 2zte] 3=
de]FE length gHSo] &A1&t} vix|eto 2 & /)
of wAA] FE2AZE 2 wuie} Iate] 2] 0x00 7k
o] TAAEA F7hct

423 SALHY A53t 0ty

Ho W] o] WAA] FxAw s} ® FAWESS
AAetar olem o AL (29 4)9F 2k W
A dElE Be 2447 34 daEEel 7|
gk )17} 3k s_tableel] 93l stEst SAE 7FA| A 9)
L5 Falslgirt. s_tabled At [DEYE HAY



54

data = E( plain, s_table )

s_table = S(salt)

salt = G(id)

id - AF2XHID

plain = SMUE

G( = HC|H{C| salt dd 22[&

50 = HC|H | s_table *o”éi 2da2|E

EQ =B dlag-ge %naE

(08 4) oD SAUE 253 ot

648191 1e] Sl kel BolE 5
7|2 AH-E duEE Se 4% 7] s_tabled A
A ‘B“‘GPL daeFors 1A4E 64uol=
BALE WYY FANE HolFE 4B Vb o
u g el WskE 7}219_% 8424 salt7}
AHg-E e o] salte arE]E Gell o# FAEE 4

upo] E dlolejolrt. 18]l salt= AMEAF [DEAE
A &, daelE GoF Se Aa= id=rE
45 7] s_tabled R3] $17F 7] 2AE% 24
o2} ¥ 4 3k,

wlciuie] wAlA o] oksh ¥ EAUE-S Ba]
S8 BAlelo] AE shedst glell 4] Qe Al
712 due]ES w3ty gloof sk} EAU w5}
st A ~Ee] XA E 9ol 4] WA 5 9le
bt Hgicke selwTe S ug 4
Y 2] e

S

2] Fol A o1 F O o]g5h
F D Al el e

<)

DE 7utew 011 714l s_table

©
>~ rlo

=z

o
o T
2,

( ﬂg‘.’;
fru
>
e
o
o

> 4
o,
rlr

o ¢ g M glo ¥ H w
5 o
so B
o
Ry

o
r_&

td

it

oft 5

rz

**F
fo

-
$

ox

oX

Belure] BelEZE wAlA AMEiE A
ALIDE 58 & gelch AAIDE AHA7}
A% 4L AN F AMZIE AP Q9 o
oJH2A, Zetolal e B Az A
e A AgvEr e ALIDE 1]
7ro] EAlsd] dibdom Au e} 2ol
o] FsE NI, wed Aekee o
AAIDS] %2 vol A4 AYF71E XA =

=270

Ky
T

BN $471%
o AR ASAE 21908 AEEeRA Al
HOMERE AT o] MIIEZS 04 The =

a”le] AFEe AR s} ol Sl At
71 oAt RIS gttt slw 1 -2zt
mAA o] Z1elS ghHelzkE Alabd 1 A ellA]
gt BEEE T84 Ee] Elrh= Aol whehA
Ht ] w419 Q193] 712 A17HA Aleke] &
Alghct,

Hoit] o] Bote 2 HA|~ER] 7] ghow A%
7] wel] Aol wet 434 x=Fd 5 Sl 29
m2 Heked Ao oprel nebgH w EAfehA o
ok o] dHloleliz 47 49 Flolt}. o F Sof
FE3) HlEZS wh<es] Baluk gho 7 o}
Elell A% wlAA A 2e] AEEgle] 7h5 s
Sich. sk BT WAL o]l EAE

7] S8 HPEF AT A A gl «l
MAC A7bsba glet. (29 5l vt
2F G MAC 249 A2 IDE
salt® A3t 9t o] salt= oF ’\2401]*1 SiR=iis
AAE daElF Bl ¢ 715 A ke ARS-E v
751].24_& 3} ,4 %:E:l 7L(E_o}£i ] Z oS
A}, & MAC 324 215 1
A3 e ol A HAEZE AT Azl
b A4 % gl A itk aejB g o
Wk Ao Ak glo] Au|ane] A AFE A
TA) AanE maEe) AT A5H o),

(23 5)+= WYY oA e] BEE pedurt
A= S P e HolFa glrt pedus] A
AL oF A4 AHF EAYE 53 A3

=
TAE

B
N R

il

=

= weiuie] webEa

7%94 Zodsl}, ot saltE AAEHE daElE Go
W ek 27 OE AL F 5 Aok Fele

pedu = E( sid, s_table )

s_table = S(salt)

salt = G( mac || id )

mac = MAC =&

id = AF2 X ID

sid = AMHERH 38 22 44D

GO = HC|H O] salt 4 2ajs

S0 = HCIH L s_table 4 202 F
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Buddy2_Decode(STable, encodedDATA)
{

DATA[|=null

index], index2, pivot, insert = 0

LOOP index] to encodedDATASize

{
LOOP index2 to STableSize
{
IF STable[index2] = encodedDATA [index1]
{
buf[pivet] = index2;
IF pivot =3
{
DATA[insert] = ((buf[1] == 4) & 15)| (buf[0] =< 2)
DATA[insert+1] = ((buf[2] == 2) & 15) | (buf[l] =< 4)
DATA[insert+2] = (buf[2] =< 6) | buf[3]
insert = insert+3
pivot =0
BREAK
¥

pivot = pivot + 1

¥

index2 = index2 +1
}
index] = index1 +1

}
return DATA;
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