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ABSTRACT

Live data in physical memory can be acquired by live forensics but not by harddisk file-system analysis. Therefore, in case
of forensic investigation, live forensics is widely used these days. But, existing live forensic methods, that use command line
tools in live system, have many weaknesses; for instance, it is not easy to re-analyze and results can be modified by malicious
code. For these reasons, in this paper we explain the Windows kernel architecture and how to analyze physical memory dump
files to complement weaknesses of traditional live forensics. And then, we design and implement the Physical Memory Dump
Explorer, and prove the effectiveness of our tool through test results.

Keywords: digital forensics, live forensics, live data, physical memory, windows memory analysis, kernel objects
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