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ABSTRACT

Recently, pairings over elliptic curve have been applied for various ID-based encryption/signature/authentication/key
agreement schemes. For efficiency, the Etar pairings over GF(P") (P = 2, 3) were invented, however, they are vulnerable to
side channel attacks such as DPA because of their symmetric computation structure compared to other pairings such as Tate,
Ate pairings. Several countermeasures have been proposed to prevent side channel attacks. Especially, Masaaki Shirase’s
method is very efficient with regard to computational efficiency, however, it has security flaws. This paper examines closely
the security flaws of RVA-based countermeasure on Etar Pairing algorithm from the implementation point of view.
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INPUT: P=(zpyp), Q= (24 yo) e BNGF(3"))
OUTPUT: EtaP, Q)" GF(3%)

Cif ¥ =1 then yp<——y,.

Ve —yplaptagtb) +ygo+ym. (1M)
d<b.
for i<0 to (n—1)/2 do
t—zptzytd.
R<—7t2+ypy(ﬁ*tp*p2. (2M)
VR« V. (13M)
Y —Yp-
ST T Yo — YD (4C)
L Ve VR, (6C)
. ded—b(mod3).
. end for
. Return
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INPUT: P=(zpyp), Q= (x4 yy) EE(GF(3"))
OUTPUT: FEtaAP, Q)" Gr(3™)

1. if ¥'=1 then yp<——y,.
2. Prepare random ), \' € GF(3").
3. Yo Nyp YQ%)\’;UQ. (2M)
4. wp—aptyp —ypt A, .

vy 2o Ny —yo— A A N (1M)
5 Ve-— Yp(xp'erQUrb)Jr Yo+ Y. (1M)
6. d<b.
7. for i—0 to (n—1)/2 do
8. t—azytay+d.
9. Re——({t+N)(t—=2)—)\"+.

(Wryg + A yp—yg —A))o—tp—p’. (3M)
10. VR V. (13M)
11, zp—a, = A+ A yp——yp + A+ A0, (2C)
12. xQ <—IQ Yo <—yQ,)\<—/\9 NN\ (6C)

13, vev3. (60)
14. d<—d—b(mod3).
15. end for
16. Return
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1. Loop
2. tst R2
3. breq Exit
4. dec R2
5. mv X, R15
6. 1d R4, X+ // R4 = 5[i]
7. mv R15, X
8. mv X, Rl4
9. 1d R5, X+ // R5 = z'[4]
10. mv R14 X
11. mv Y R17
12.1d  R6 Y+// R6 = a7 li]
13. mv R17 Y
4. mv Y R16
15. 1d R7 Y+ // RT = «f[i]
16. mv R16 Y
17. mv R10 R4
18. or  RI0 R6 // R10 = (zfli] | «f[iD)
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