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A study on neutralization malicious code using Windows Crypto API and an
implementation of Crypto API hooking tool
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ABSTRACT

Advances in encryption technology to secret communication and information security has been strengthened. Cryptovirus is
the advent of encryption technology to exploit. Also, anyone can build and deploy malicious code using windows CAPIL. Cryptovirus
and malicious code using windows CAPI use the normal windows API. So vaccine software and security system are difficult
to detect and analyze them. This paper examines and make hooking tool against Crytovirus and malicious code using windows
CAPL
Keywords: API Hooking, Crypto API, Cryptovirus
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Some files are coded.
To buy decoder mail: ni{removed} @yahoo.com
with subject: PGPcoder 000000000032

(2@ 3) ATTENTION!! txt ol LHE

2.3 Trojan.Zbot.B!inf
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(23 4)= dAFZ=7} advapid2.dllolA =53t
AEJSS AAH o FFeE HAS w5

7o},
- CryptAcquireContext() : ¢&xdwel& 5%
Ein
- CryptImportKey() : Key 3% 3
- CryptDecrypt() : £&3 3

<advapi32dll>

CryptAcquireContext(
CryptimportKey(
CryptDecrypt()

CryptAcquireContext()
CryptimportKey()
CryptDecrypt0

(23 5)= (23 4)ol4 dg A4 APT &
Zof| API Hooking &= —7—7}5]-04 °—,V‘ I} A}
S+ § 2k
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<advapi32.dil>

CryptAcquireContext()
CryptimportKey()
CryptDecrypt(

‘\\‘CaH Call /‘AEW

Return

CryptAcquireContext ()
CryptlmportKey()
CryptDecrypt()

<CAPI Hooker>

(a2l 5) API Hooking
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CryptEncrypt(HCRYPTKEY hKey,
HCRYPTHASH hHash, BOOL Final, DWORD
dwFlags. BYTE *pbData, DWORD *pdwData-
Len, DWORD dwBufLen):

CryptDecrypt(HCRYPTKEY hKey,
HCRYPTHASH hHash, BOOL Final, DWORD
dwFlags, BYTE *pbData, DWORD *pdwData-
Len):

CryptAcquireContext (HCRYPTPROV *phProv,
LPCTSTR pszContainer, LPCTSTR pszProvider,
DWORD dwProvType, DWORD dwFlags):

(a& 8) CryptEncrypt(), CryptDecrypt() &%=(8)

IV. CAPI AF2 2M3IE= Hooking =7 78

H AollA= A Awst CAPI A ZE 3¢l
& Hooking 715 A4 73t d~Eg A3
= AR 33 Gz =9 Hooking B
Windows XP(Service Pack 3) 7 ellA Micro-
soft Visual C++ 6.0 A=tslgict.
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(a2l 6) CryptAcquireContext() &=(8)
@ Key Hooking

g zert kel W B3| Fed Keys A
4317] Hl8M+= (23 72 %] CryptImportKey ()

CryptImportKey(HCRYPTPROV hProv, BYTE
*pbData, DWORD dwDatalLen, HCRYPTKEY
hPubKey, DWORD dwFlags, HCRYPTKEY
*phKey):

/1 Baseth A HE UTZ
CString g_steEncrypt = _T("nLNb4pFhud76ulXI1SyKS7\tBiGapJZEDLhTRT101Gp71aa22y7 WU BkdoUts B53ukPBNGPSh

11 wash 20/ 4%

unsigned char Key[ 8x254] =

{
807, 0x02, 0x00, 0x00, 0x00, Bxa4, Bx00, Gx09, Bx52, Bx53, Bxh1, Bx32, 000, Gxd4, Gx0A, Gxe0,
0x01, 0200, Bx01, 0400, OXED, Ox64, OKEQ, 0x72, Ok3F, 0x89, 0x09, Oxn4, Ox34, 0xC2, OxB1, OxDB,
023, 0x0B, 0x67, 069, OxB1, GkAE, GxO4, Gx(9, OBE, OXES, Ox69, 0x32, 0xD7, 023, OxAF, BxG1,
O¢7E, 00D, Bk61, 0399, Gx34, 020, 043, 0x20, O¢1B, BXC7, Gk5h, 0x32, Ox4B, OxB4, Oy16, 0x98,
OkE8, OKEB, 0xD8, OuB1, OXES, Ox16, 0438, 0486, Ox42, 0x38, 0x70, 0xB2, Ox81, 0x26, Ox17, OXES,
026, 0x06, 0x22, 0x00, 039, Gxbh, BXEQ, OxS1, Gx6D, 078, OXEB, OXC7, OXEE, GxM, OxOF, OxF2,
x50, 0xC6, BxA1, OKED, OxB4, OKEY4, OxF2, Ox2F, Oxo4, 0x43, Ox1C, 077, OxFD, OxB6, 0x25, GxC6,
05D, 0x20, 0x70, 0x22, OxAS, Bk84, Bk1E, 0x35, OxAS, OEY, OXAC, OxA8, OxGE, Gxil, 005, 0x39,
833, Bx3F, GxA7, 0xB6, BXCB, Bx89, GxDO, GxD7, GxAB, BXED, BXEA, 87D, Bx5D, 675, GxD2, xBA,
0x43, Ox3E, Ox6Y4, OxBS, Ox65, Ox8C, OWSE, Ox2F, 8x5A, 0x93, OxfB, OKEF, 0x37, 0x88, Ox67, OxC5,
07D, OXEE, 0x7B, OxAB, OxAD, G69, GkAF, 0x70, Gx13, 0xDO, 0xD2, OXEB, OxE1, GxF9, Gx00, GxDi,
Ox6E, 0x07, 0420, Bx71, 0x26, O47C, Ox6A, Ox6E, 8x92, 6x70, Ox7F, 0x0B, 0xD2, 0x25, k73, OAES,
0x12, 0x65, BiEE, Bx63, 0xh0, Bx1D, BxF1, B¢5C, Oxh4, 0x00, OxAR, 0x53, Ox4F, 0x00, OxBA, 6x08,
GXBE, OxFD, OxAE, OxDA, OXED, BxD9, Ghh, OEE, OF2, 0xB2, 0x93, OXDF, OxE2, O7E, 0xBA, 0xBl,
0x36, 0x00, 0476, 0x3A, Ox5D, 0420, OxBA, G403, Bx31, Bx41, 0x88, OCC, 089, OxAC, 0xBO, OXEC,
800, OkUF, 0x79, 055, Ox16, GxDD, GF7, 000, GxA3, OXCS, OxAA, OxO9, OxFC, Bx21, GXFC, GxM,

ot

(a&l 7) CryptimportKey() &=(8)
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M7= stssls —“}Z}Oﬂol g strEncry t WHER
Aol=e] it w3t I dl=el A I
7} Key(0x254) W42 A e|=e] 9l

w3l (28] 10)9] CAPI e FEe] 2Tt
A| 344 Adg CryptAcquireContext(), Crypt-
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CryptDecrypt()

int KeyDecrypt{/=INx/DYORD duOutBufLength, /*INx/BYTEx pbData)
{

HCRYPTPROV  hProv = NULL;
HCRYPTHASH hHash = NULL;
HCRYPTKEY  hKey = NULL;

#1 Wincrypt APT Z2H10|H SHE UJ)|
if(!CrypthcquireContext(&hProv, 8, “Hicrosoft Base Cryptographic Provider v1.8",
PROU_RSA_FULL, 8))

if(tCryptAcquireContext(&hProv, 8, “Hicrosoft Base Cryptographic Provider vi.8",
PROU_RSA_FULL, Bu))
return -1;

H

e
1F('Dryptlmpnrtkey(hPrnu, (BYTEx)Key, 8x25%u, 8, 8, &hKey))
{

cryptReleaseContext(hProv, B);
return -1;

H

/1 SZ5), povata FZ0| I =
if(tCryptbecrypt(hkey, 0, 0, 0, (BYTEx)pbData, &dwOutBufLength) )
{

CryptbestroyKey(hKey);
CryptReleaseContext(hProv, 6);
| return -1;

(¥ 11)> CAPI 4=

Test it !

shel 2 whge] At snld At Agshuel
FAE Test it” WES F3H, YT E=E U
of Aol gtustel EAds B3 ek Ae 9
gt o] A A== CAPL 3558 35F
oh P IET}F 55 Ale sdshe T AP
Hooking &5 ]88} tdA=r} AHgshe o
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4.2 API Hooking

“ . = )=
o]7]4+& API Hooking =75 A F3ste] o
= =] - 2 ==
A Azt ot EES} el Bt CAPIE 339
- H H O =] o = [e
= F58E AR AS BoFA (28 12)e
Hooking =79 4223t d¥olt} CAPI ¢ =
= = =X T o =
=7F AR shataE S, fhE), hEE v &
BOOL OnCreateProcessDebugEvent (LPDEBUG_EVENT pde)
{
71 Wooking CHAf apT =4 310|
HHODULE hAduAPI32 - LoadLibrary("advapis2.d11");
g_pfCryptbecrypt = GetProchddress(hadvAPI32, “CryptDecrypt”); 1 UASE 5
g_pFCryptinportkey - GetProcAddress(hAdvAPIS2, “CryptInportiey”); NEET
g_pfCryptAcquireContext = GetProcAddress(hAduAPI32, “CryptAcquireContexta®); 7/ %S 212 Z

71 {orginal byte 5 o)

g_cpdi = pde->u.CreateProcessinfo; /1 CREATE_PROCESS_DEBUG_INFO

/1 tryptbecrypt

ReadProcessHenory(g_cpdi.hProcess, g_pfCryptdecrypt,
tg_chbecryptOrgByte, sizeof(BYTE), NULL);

\riteProcesshenory(g_cpdi.hProcess, g_preryptbecrypt,
&g_chDecryptINT3, sizeof (BYTE), NULL);

71 CryptInportkey

ReadProcessHenory(g_cpdi.hProcess, g_| pfcryptmpwtxey,
tg_chInportKeyrgByte, sizeof (BYTE), HULL);

WriteProcesstenory(g_cpdi.hProcess, g_| pfcrypunpnrtkey,
&g_chInportKeyINT3, sizeof (BYTE), NULL);

/1 CryptacquireContexst

ReadProcesshenory(g_cpdi.hProcess, g pfCryptAcquireContext,
tg_chAcquireContextOrgByte, sizeof(BYTE), HULL);

UriteProcesshenory(g_cpdi.hProcess, g pfCryptAcquireContext,
&g_chAcquireContextINT3, sizeof(BYTE), NULL);

return TRUE;

(32! 12) CAPI &M32E Hooking E7H(A&AZE)

C:Wtenp>capi_hooker.exe 3500

CryptAPI Hooker v@.9 =

596
Decimal) =

B24000A525 341 320004000001 0001 00edé4e3723F8909a434c2hidh

1ae94c?8ee5693247234F51 764461993420 38201 hc 754324bh41698
e8e8d8b1e8163886423870h2812617e826c622903944eA516d78ebePec 9185 F2
SOc6aledhdedf 22e64431c7?Fdb625cB5d2a7a22a5841 e35a5e1ac485e 410539
333e47h6ch89hBh7abehea?d5d75d282433e64h5658cCe2f5093abef 3788675
7dee?hab4d694£7813d8d2ehe 1£ 96846 ed 7207126706 26272707 dhd2257368
1265¢¢63491d£15c446Baa534f 98baBhhefB4edac?d9 44eef 28293dF e27e8aB4
369a763a5d29bac3314188ccB8%achBeccB4f 795516ddf 79043cBaaB?fc21fc4l
130541429 75edaBda2c378c50a?aed3bl B9ch5d49154a9f8c2h7773f e £ 588428

ipconfiy sall

(32 11) CAPI 442 = AelstH
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B =Rox] = H|E o3I ofsFo] AT
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ot zEe el A FE3| Fale] 753t
% o] =45 38311 RSA ¥4 oz}, DES
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olt}, il Y gZolA APl BE Z Ao
&4 Crypto APL AME-o1 - 7HA] & Hdx o= 3*Qr
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F
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o= AR FE 2 fF T2 FEE AR e

http://www.ahnlab.com/kr/site/securit
ycenter/asec/asecReportList.do

A. Young, "Cryptoviral extortion using
Microsoft’s Crypto API”,
Journal of Information Security, pp. 2-3,

200641,
o]l wpAE

International

d, "ot ZRoale] A3, AREAl
AdAEd F1eF, 12443 pp. 32-33,
20064 54.
http://articles.yuikee.com.hk/newslett
er/2005/05/f. html
http://www.symantec.com/connect/blo
gs/how-trojanzbotbinf-uses-crypto-api,
2010.
http://msdn.microsoft.com/en-us/libra
ry/aa380255(v=vs.85).aspx
http://www.reversecore.com/65
A. Young, M. Yung, "An implementation
of cryptoviral extortion using microsoft’s
crypto api”, http://www.cryptovirology.com/
cryptovfiles/newbook/Chapter2.pdf, pp.
9-16, 2005
Greg Hoglund, James Butler, 2§, &
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