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ABSTRACT

Design of Sensor nodes in Wireless Sensor Network(WSN) should be considered some properties as electricity consumption,
transmission speed, range, etc., and also be needed the protection against various attacks (e.g., eavesdropping, hacking, leakage
of customer’s secret data, and denial of services). The stream cipher Rabbit, selected for the final eSTREAM portfolio
organized by EU ECRYPT and selected as algorithm in part of ISO/IEC 18033-4 Stream Ciphers on ISO Security
Standardization recently, is a high speed stream cipher suitable for WSN. Since the streamn cipher Rabbit was evaluated the
complexity of side-channel analysis attack as ‘Medium’ in a theoretical approach, thus the method of power analysis attack to
the stream cipher Rabbit and the verification of our method by practical experiments were described in this paper. We
implemenied the stream cipher Rabbit without countermeasures of power analysis attack on IEEE 802.15.4/ZigBee board with
8-bit RISC AVR microprocessor ATmegal28L chip, and performed the experiments of power analysis based on difference of
means and template using a Hamming weight model.
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