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An Architecture of a Dynamic Cyber Attack Tree: Attributes Approach
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ABSTRACT

In this paper, we presented a dynamic cyber attack tree which can describe an attack scenario flexibly for an active cyber
attack model could be detected complex and transformed attack method. An attack tree provides a formal and methodical route
of describing the security safeguard on varying attacks against network system. The existent aftack tree can describe attack
scenario as using vertex, edge and composition. But an attack tree has the limitations to express complex and new attack due
to the restriction of attack tree’s attributes. We solved the limitations of the existent attack tree as adding an threat occurrence
probability and 2 components of composition in the attributes. Firstly, we improved the flexibility to describe complex and
transformed attack method, and reduced the ambiguity of attack sequence, as reinforcing composition. And we can identify the
risk level of attack at each attack phase from child node to parent node as adding an threat occurrence probability.
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