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ABSTRACT

SQLite is a small sized database engine largely used in embedded devices and local application software. The availability
of portable devices, such as smartphones, has been extended over the recent years and has contributed to growing adaptation
of SQLite. This implies a high likelihood of digital evidences acquired during forensic investigations to include SQLite
database files. Where intentional deletion of sensitive data can be made by a suspect, forensic investigators need to recover
deleted records in SQLite at the best possible. This study analyzes data management rules used by SQLite and the structure
of deleted data in the systern, and in turn suggests a recovery Tool of deleted data. Further, the study examines major SQLite
suited software as it validates feasible possibility of deleted data recovery.
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Page size (big endian)

(Z8l 2]} SqQLite 3ld



R e EE (2011, 6) 147

— 3 506 Query statement
e ROOY pBEE HRINBET

172
67

iv 72
4F 54

stableOracle 1090
reclelifyg . CREATE
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(% 3] Variable length integer format

Byte Value range Bit pattern

1 7 bit 1):9:9:9.:6.9.0:¢

2 14 bit IXXXXXXX OXXXKXXX

3 21 bit IXXXXKXXX IXXKKXXX 0XXXXXXX

4 28 bit IXXXXXXX IXXXEXXX IXXHXXXK OXXKXXKX

5 35 bit IXXXKXXK IXXXKXXX IXXKXEXXK IXXXXXXX 0XXXXXXX

6 42 bit IXXXXXXK IXKXXXXKX IXXXKXKKK IXXXXEKX [XXXEXXX OXXXXXXX

7 49 bit IXXXXXXX IXXXHXXH  IXXXXXEX  IXXXXEXX IXXXXXXX IXXXXXXX
OXXXXXXX

8 56 bit 1XXXX¥XX IXXXXXXX IXXXXXXK  IXXXXKXX  IXXXXXXX  1XXXXXXX
IXXXXXKK OXXKXXXKXK

9 64 bit IXXXEXXX  IXXXXXXK  IXEXXXEX  IXXXXXXX  IXXXXXXX  IXEXXXXX
19:9:0:0.0:9.0.85).0:0:0:0.0.9.8:0:0:6.0.0.0.0 ¢
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Value Data Type Data Size
0 NULL 0
N (N=1-4) Signed Integer N
5 Signed Integer 6
6 Signed Integer 8
7 IEEE float 8
8-11 Reserved
N>12 .
(N:even) BLOB (N~12)/2
N>13
- 2
(N:odd) TEXT (N-13)/2
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