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ABSTRACT

Physical memory analysis has been an issue on a field of live forensic analysis in digital forensics until now. It is very
useful to make the result of analysis more reliable, because record of user behavior and data can be founded on physical
memory although process is hided. But most memory analysis focuses on windows based system. Because the diversity of
target system to be analyzed rises up, it is very important to analyze physical memory based on other OS, not Windows. Mac
OS X, has second market share in Operating System, is operated by loading kernel image to physical memory area. In this
paper, We propose a methodology for physical memory analysis on Mac OS X using symbol information in kernel image, and
acquire a process information, mounted device information, kernel information, kernel extensions(eg. KEXT) and system call
entry for detecting system call hooking. In additional to the methodology, we prove that physical memory analysis is very
useful though experimental study.

Keywords: Mac OS X, Memory Forensics, Rootkit Detection
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57bbedee 1 13@ com.apple.ickit.IOFireWireIPPrivate 2.8.3 @ £
6cfeacs8 1 127 com.apple.driver.AppleBluetoothHIDKeybcard 1.2.8a3 ¢
57b76b4a 1 126 com.apple.driver  I0BluetoothHIDDriver  2.3.3f8 1 £
5832fo6@ 1 125 com.apple.driver.AppleHIDKeyboard 1.2.8a3 1 E
583397c¢8 1 124 com.apple.driver.AppleHiSensor 1.9.3de @ @5fb95ed
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57cBc588 1 1209 com.vmware. kext.vmx86 3.8.8 8 B7atf3908 £
579083628 1 118 com.apple.filesystems.autofs 2.1.818 #7ataBcd

[38 10) KEXT & =

= Mount: List «- of Alzel By A fEH s W 4 9lE procd
list entry fstypename mount on name mount from name N . =
@x0710d298  hfs / Jdev/diskes? F48 Az}l Mac 0S X+&= kernproc HEE
#x071ac348 devfs /dev devfs N 0
87100000 autofs /net map -hosts OT‘%‘K}‘) kernel taSkP/]' UJBJE] 0:‘ Al;‘ﬂ‘o’]
ExPORB0000 autofs /home mop auto,_home . - -

A Z2A s Bk kernel task ™ E= proc)

(38 11) olRE @ Bx 28 =5 o) Hzpsle).

7 4 TRAA Hy 714 olu] Aol kernprocst proc0e] Aol &
T v} 2R procO> A olviAle] BAR F4

o e g 4 317 el Mac OS X9} 4

A 7l F sl Z2Ax S 94 A
28 ZRAA BES AAYgE FAsle fdelsln
v} Mac OS X9 ZEA2 2 JRE XNU &
29 'bsd/sys/proc_internal.h'el WA= proc +
24 g A g, o PAE
{Double Linked List)¥&lZ 7}z gict. (2¥
12) o &elA ZAg XNU #d 42 % bsd/
kern/bsd_init.c'®] W4 & 4¥2 Mac OS X&
+¥ A BSDe] Z2Alx 24 389} $413) proc
F2Ae] 208 M4 E kernprocE AAskw, A
2713 A M procOE proctEAR Adgigic}
kernproc Z3le # Yo A1)

A

& proce] £

try_init();

kernproc = &procd;

set_bsdtask_info(kernel_task, (1

bsd_init_kprintf(“:
process_name( kprne . bask”,

(38 12) A i =2HA

ghalst Bl JHE Abgslol &t kernprocE
Fall A i Zasze 4L F proc TEA W
2 tE Has elas ANF o]§de TRAX A
& Bae meAs 25 ﬁ%ﬁg + 9l
1 EL 2

31 vlze] or|xley Zx

Mac OS Xi= AR} 18 AA
7} 98] session FEAe) AAbs}a g}u} DA
ZAAES 28YE Fo] session HRY HHE A
ﬂﬁ}ﬂ} Hel proctaE ZRAA 1F ARE 7}

A pgrp FRAL] EAE ARE /A2 917] wf el

& *Ykernproc);

kernproc);

Al 1_?_l|.7i-{
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= process 1ist =- - ggheatl Ligg -
list_entry pid ppid  process name usernome egmher  SEOARE LR Sy flegs sp.opilpte Sy g g I e
Bx@73 b0 2 2 kernel task @ % ki # L #
Bx@73b708 1 2 launchdosk _spotlight kS 1 & ] AFF e A 4%
BxB7I 07 1® 1 kextddask root E4 # & @ A7 #
8x@73fp548 11 1 birectoryService roct. 3 i & @ AETRS i
@x@73F1000 12 1 noti fydask root M E # ® Aduac dpfent
PxB7I77028 13 1 diskarbitrationd root. ¥ i & 2 Begded GefaRd
PxBT777088 14 1 configdask root & i b 2 m@% Laf 478
OnBTIII?ER 15 1 syslogdask root 7 * # 2 APEELS wnfhel
AxBTTITINR 1% 1 distnotedk oot # & # 2 SRS L
o077 17 1 blueddask roat A S S« 1ebte setisn
#x07905020 18 1 mDNSResponder _mdnsresponder 3@ o & & Z;?s:: sufars
xBT5a8e 2 i3 coreservicesd forensic by & g z 24»;;2 : i P
@xB79aS57e6 24 1 securitydic _mirsrasponger 1} ; M 2 e 4:“»,%
exomas20 28 1 ntpdhdask “ndnsresponder IV M M Pty
PrO7905002 34 1 krbSkdeask mdrsresponder 18 3 g 3 tz?&é‘éf
Qxﬂﬁ%ig&_i 31 b xgridagevtd _mdnsresponder 1% 3 8 @ M“"é

(38 13) Z2MA 558 & (38 14) AjAsl EXY

o] FFAE o]&3l sessiontRAY THE =
sho] ZRA|AE AYT AR AHHE F5F 5
Uth F7IHLE proc FEAAE Z2AMA R
Y F2A ARt TeAgs AL 2E B
ol F0E ARE G3 9l7] wFel], ZEAA Oﬂ ZEls
,nﬂ}-?%_zgcﬂ AR E T_.f;'?,;.ig s oIL]r g nﬂi{la]

BA2 AQlR B3 Zags 52 3L
Z2AAE 5717 A3 %L“ rgego]
A AkghE ‘syset!

Al
Aleg 7l 78S ﬂ"—fﬂﬁ}
7.5 AAE E FHE

Mac 08 X&= 4 cddeld #d ddem =gl
B ghpe) EEQl Al F eo) 8§ sbR| A Qlrh
el wlme] ojuA] Abe] Alad] Heol 8 Ay
(2% 8)8) ARE ol gs) 2L 4= glom, 24 A
X bsd/sys/sysent.h’ ARl et gitk
gtale] FRAE 22utolER Fo glAlnt Ee] wm
o4l 2 Aloe 24nte]E w2 FFdof g}
=2 e ol FxA} H|r]e] T e o
olft= qld 328 E o7l AN F2AF A5
EHow 2 4ule| BB Adsie :go 215 my,]w
of 2uto] 29 o (padding) F718l7] wlielch,
(29 14]+= Ee] vlue] ojv|x|dla] F28 AxH
Z AHolr}

g r.,

-= syseall list =-

number sy narg sy _resv sy_flags sy_call ptr
& 8 & & _nosys B
i i g 2 _exit  4ef47e @
2 g g 2] _Fork & 2
E 3 & & _read 4efage @
4 3 @ @ _write 4ef430 @
5 3 @ a8 _open  4ef4se @
& % @ & _close 4efs’e @

(O 18) & MaH £

7.6 Al2”H 2

22 g I )

N
-~
o
%
ol
P
1r
A
o
4
3
_QL
rir
O‘r‘
DCA.«
%‘3
ot
X
we

(:.1EJ 16 = [:L?fi 14 1

n] /\] wq

12 4R AL el

VII. Al 24

A zel 2 F7)o] T3t EnlE gx] o 4F I
7] 98l ‘Snow Leopard Server7} AAE A
23 7lez AHEslE File

of 2p7]

7

e m‘mz

i
Hiding 7% °]43k= KEXT 7i#t

TS RE

5 gdehes) Balalc

=sto] $4 94 o 0E

A] P

.—i—‘

ZEF)S-

s}
2

€l
o

=

oful Aol AsT F Pl HE A AN

sy_arg_munge3i pitr

Lo

b

(S

FE #H o|oX

S

AAw el e AR el EAlsHE
o vlwel Faw W],

sy_arg mungegd ptr
valid function

4 valid function
g walid functicn
312 valid function
12 valid functien
12 valid function
4 valid function

l9l A& HE ofd

‘L/\f;
P

Azd § $5E

ofd, ma
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forensic-iMac:case néfate$ python volafox.py -i Mach OS5\ X\ Server\ 1®.6.vmem -s mach_kernel -o syscall_info

| grep hooking
222 8
344 4

[} 1b1b7168

2]
] 2] 1b1b7369

4eed5ad 9 1 32
4ee568 8 3 16

syscall hooking possible
syscall hooking possible

(3% 16) $ZE A2Y B 25

g} ekojH el ARgALE A" F

2] vlmele] Aad £ dE & F7E 95k A

28 2o Bl Aad 28 Fow Tz e
LA %

m,
i<
o
ot
=
o
j
3
(o4
2
!,J
o
4
lo

fr o2y oo

i
7
ujn
oft
1
24
N
S
oX
to
ok

UE R 4 9

s 2L e FEFNLS ‘getdirentriesattr
Al2¥ 23 ‘getdirentriesfd A2 & AAle]
Aot e RS s, WEdeR Y

ey

AxE F 55 338, 2uld ARE a4
A9 F get(9)

(2
163 2¢ AshE Assch. ¥ Az E g

EEELEL
7| ARg olgstol ZEY KEXT 4uE F&eld
(2% 17)3 %] IDA® %3 KEXTE 248 4

olet, £ dinelo)d Pxg KEXTE 33 349
Fart Ee A Fa g 7] dEel
7 onlx] 2] AlZe] EAfsle Alad F o W
Azdl F F F2E vt ojud deF 55
shez] #ld 4 glejA] tlazel gle KEXT sl
3 dd B8 8% 4 glrk whef of FEF]
= 7IHE o83t A AMlE &
H AxE F FAE VELE By v
#9) (Page Frame) 9912 92317
v wAE AxE F ool ghelste], KEXTE] Al
W7 g ) 7R flzels b o vleluE )
olefof] wigt ¥4& FHY 4 AYvt

3
A
5
-
>
I

IX. & 8

Mac OS Xe| AHg-8o] 238 Eolt 434
P4 Dol AR 244 7162 Mac 08 X
o 43} Mac OS Xelltt Exligh= H2d 355
QA7 Beskoleh. Bel mel BAE ] AL
edahs 7lHE ol AHBSHE pyEEg FEAS
SAG 4 ol 7 B8R wpgel, Ade) P

BN
loc_181D2275:

eax, [ebp+uar_ 1€}

edi, eax

short lec_1B1D2284,

T

\ 2
BN AN
Imav edx, [ebpruar_2C]
1oc_1B1D220A: test edx, edx
lea ebx, [esi+a} jle short loc_1B1D22E8
add ebx, [esi+s}
nov fespei], ebx
nov dword ptr [esp], offset aGetdirentriesa ; “[getdirentriesefir]y Zsin”
call near ptr
nov duord ptr [esp+8], 4
mov dword ptr [esp+4], offset aTest : “test”
mov {esp], ebx
call npear ptr
test eax, eax
jnz short loc_ 18102272
= - T
¥ ¥ ¥ !
EHNwW 3: L
fset aGetdirentrie 8 ; “[getdirentyiessttrl: Found Itdn™ sub eax, {ebp+yar_38]
loc_1B1D2272: noy {ehpruar 0], eax
 1add esi, [esi]] imov dword ptr [esp+@Ch], &

(28 17) DaoiMERE ol8sto] BZ3t KEXT 24
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A ARE PAshs P4 E dhe FEAG 2L 22

Az w3k E2 ve]o] fA]s]okst] Wil vixd

ZAA AN & EAsokshe AHoltt B =¢
A

.
>

JR 4 2 ZrAAE g7 X FEE

7heshe Btk obd =79 s)Ee] 28] vimed]

N #5E e 2E A

B
witol WlEYzm AR A3 e Jo-g Sl
E=7E A 8 Aoln], KEXT 2 22424 A0S

AAS A 2p7] A& abe
F7HA 0w AT Floleh
L
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