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ABSTRACT

As it seems like critical information leakages have been increasing due to industrial espionage and malicious internal users,
the importance of introducing audit and log security technology is growing every now and then. In this paper, we suggest the
session logging system for the company’s internal control to meet the SOX legislation level, by monitoring and analyzing users
behaviors connecting to the business-critical Operating System. The system proposed in this paper aims to monitor the user’s
illegal activities in the Operating System, and to present the clear evidence of purpose of those activities by detailed logs. For
this purpose, we modified Operating System by adding multiple services suggested in this paper. These services utilize
interfaces provided by the existing Operating System and add functions to control access and get logs. The system saves and
manages session logs of users or administrators connected to the server with centralized log storage. And the system supports
session log scarching and lookup features required by SOX legislation for the company’s internal controls with the level of
computer forensics and logging technology.
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