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ABSTRACT

The vulnerabilities existed in Korean electricity conirol systems is unexposed because it is being operated in a closed
network with superior security. The threat will become greater once the closed network develops into a smart grid environment
with superior intelligence. Security will have a greater impact once each household will be connected to the power plant via
the smart meter. This research focuses on stable data transfer in harsh external environment and whole-nation coverage
network, and suggested standardized and optimized Virtual Private Network (VPN) Gateway architecture to support Power Line
Communication (PLC). The functionality and stability of the prototype has been verified with field tests. For implementation
of outdoor type VPN device for smart grid, we adopted PLC low voltage remote-meter-net for data communication. Also,
IPSec type tunneling and ARIA algorithm based encryption of data collected by PLC low voltage remote meter is transmitted.
Keywords: SmartGrid, VPN Gateway, IPSec, PLC, Security
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