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ABSTRACT

In 2004, Boneh et.al. proposed a public key encryption with keyword search (PEKS) scheme which enables a server to test
whether a keyword used in generating a ciphertext by a sender is identical to a keyword used in generating a query by a
receiver or not. Yang et. al. proposed a probabilistic public key encryption with equality test (PEET) scheme which enables
to test whether one message of ciphertext generated by one public key is identical to the other message generated by the other
public key or not. If the message is replaced to a keyword, PEET is not secure against keyword guessing attacks and does
not satisfy IND-CPA security which is generally considered in searchable encryption schemes. In this paper, we propose a
public key encryption with equality test with designated tester (APEET) which is secure against keyword guessing attacks and
achieves IND-CPA security.
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