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ABSTRACT

A differential fault analysis(DFA) is one of the most important side channel attacks on block ciphers. Most block ciphers,
such as DES, AES, ARIA, SEED and so on., have been analysed by this attack. In 2008, Wei et al. proposed the first DFA
on ARIA-128. Their attack can recover the 128-bit secrey key by about 45 faulty ciphertexts. In this paper, we propose an
improved DFA on ARIA-128. We can recover the 128-bit secret key by only 4 faulty ciphertexts with the computational
complexity of 0(2%).
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