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ABSTRACT

At FDTC05 and CISC-W’10, the authors showed that if they decrease the number of rounds of AES and Triple-DES by
using the fault injections, it is possible to recover the secret key of the target algorithms, respectively. In this paper, we
propose a key recovery attack on HMAC by using the main idea of these attacks. This attack is applicable to HMAC based
on MD-family hash functions and can recover the secret key with the negligible computational complexity. Particularly, the
attack result on HMAC-SHA-2 is the first known key recovery attack result on this algorithm.
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