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ABSTRACT

Recently, there are several technologies for protecting information in the lightweight device. One of them, the AES[1]
algorithm and CTR mode, is used for numerous services(e.g. OMA DRM, VoIP, IPTV) as encryption technique for preserving
confidentiality. Although it is possible that the AES algorithm CTR mode can parallel process transmitting data, [PTV Set-top
Box or Mobile Device that uses these streaming service has limited computation-ability. So optimizing crypto algorithm and
enhancing its efficiency for those environment have become an important issue. In this paper, we propose implementation
method that can improve efficiency of the AES-CTR Mode by improving algorithm logics. Moreover, we prove the
performance of our proposal on the mobile device which has limited capability.
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gk, 24 9JHE 719} Vel o)&8)y] o] 273}
Al wlg] Aikslaz 2R & gih 2703 dAe=
o) 3 Q2R zolA o T ) wlg) AA)
/853 Ak dAlelA B4AS g S Qo)
AAAE A ghejo] E-2 & 5 9 AL b, 71
o dFol bl FFE viA W, F [5,-b, 7}
(0xFFFFFFFFFE)7F 5] b0l Carrys} 44
7ot ol vig] AR 2% golEo] fulojr
FAo] aghd), H ule]Er} o] FoiAl o] F o=
20 x16 ulo] E2] 1&H-& Hz|el= EatdllE F71Hql
glolE fulolE A glo] A& wlo] 8-S
ot & 16 TeraBytes 9] "ol & Aels= F4t
e 1"—7} ditaAe] e gl7] W] 4t B84
+ ¥4 $ 9o

V. 45 E%

&4 B49& 99 OpenSSLI16)¢] AES 4
FoE Wl R AvtE Fo4 A5 A8 R

g2 AH84 7]7]= HTCHtS HD2 24 1Ghz
Qualcomm Snapdragon CPU, 448MB RAM,
Windows Mobile 6.5 3 A4 & A48} AES-
CTR-C_Verl # =29 M#A9 3.1, 3.2% 74
?f Zelal, AES-CTR-C_Ver2: A4 3.1, 3.2,
3& ALsle] FHI Aol AES-CTR-C_All=
=Rl Akt Whie 25 A4l T A
014.

HAEE Y8 AES-128, AES-192, AES-256
Z2}e) efsf 23 He)g(KBytes/s)H & £3589 A
2] A7 (ms/1call)& &3t}

Zx AelzRe & Ao k5l g 3%/ lHH

(F 1) 1 Block A2l AZHms/1call)

ARS-128 | AES.192 | ARS-256
AES'%R"C 0.00069 ms|0.00084 ms|0.00098 ms
AES{/,SEZR'C 0.00071 ms|0.00086 ms|0.00101 ms
AES{,‘Z?‘C 0.00075 ms|0.00089 ms|0.00104 ms
AES-CTR- 1) 40093 ms|0.00108 ms|0.00121 ms
Default :
AES-CTR-C
Al 96.15% | 22.42% | 18.90%
Al 7bk a8
ARS CTRC
Ver2 | 23.93% | 20.85% | 17.26%
A7 Eg
AES-CTR.C
Verl 19.94% | 1753% | 14.54%
g
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(¥ 2) Key Schedule ®g| AlZHms)

AES-128 | AES-192 | AES-256

AES-CTR-C
_All
AES-CTR-C
Ver2

AES-CTR-C
_Verl

0.00049 ms|0.00054 ms|0.00058 ms

0.00048 ms|0.00053 ms!0.00057 ms

0.00048 ms|0.00053 ms{0.00057 ms

= 59 oy} 16, 128, 1024, 10240, 20480
Bytesd #, Z4ztel dis] 2 A& 4 9le nlo]
£ ar|§ Ao 3 E29 AAze
1007 B8 s YA E 4% F 1 295
100‘31’_5—_' v #relt)

AES-1280l4 ¥ HE9 Zol7l 16 Bytesd
7% AES-CTR-C_All®] Aeleke < 10.7 MB/s
g 7182 AES T+ ul8) 22.30%. 128 Bytes+
<k 20.6 MB/s & 17.63%, 1024 Bytest 2k 23.3
MB/s 2 23.06%, 10240 Bytex ¢ 23.6 MB/s
2 23.15%, 20480 Bytest & 23.9MB/s 2
24.62% FAEd & B39 HF A
AES-CTR-C_All 0.00069msZE 7|& AES?
0.00093msell B3 oF 26.15%9 AZd&4L ¥
o},

AES-192% 1% HE9] o7} 16 Bytesd 7
+ AES-CTR-C_All®] Az|gko] <F 9.0 MB/s &
7184 AES 73 vl# 11.56%, 128 Bytess %
17.3 MB/s & 15.09%, 1024 Bytest ¢ 19.2
MB/s 2 18.79%, 10240 Bytex °F 19.4 MB/s
2 18.17%, 20480 Bytes= ¢F 19.5 MB/s &

—&—AES-CTR-C A —— AES-CTR-C Ver2
43 AES-CTR-C Verl o AES-CTR-DEFAULT

20000

15000

&G} X2l & E(KB/sed)

18000

5000 i
1% 128 1024 10240 20480

Y gle 30 (Bytes)

(23 7) AES-128 &% #ajgh vl

—b— AES-CIR-C_AH —— AES-CIR-C Ver2
13- AES-CTR-C Verl o AES-CTR-DEFAULT

21000
19000 |
7000 -
15000
13000 i
000 - A
7000 ;;;;;
5000

X2t X2 & £ (KB/sec)

16 128 1024 10240 20480
2 Y3 37 Bytes)

{32 8) AFS-192 %%t Ha|2k u|m

18.21% 3=t & £39 g Az
0.00084ms=. 7|E AESvl 0.00108msell |ls) <F
22.42%°) A7rEE-4E Byt

AES-2562 918 %&=] Ze]7} 16 Bytesd 7
% AES-CTR-C_AI®| Azjzpe] F 8.1 MB/s &
71&2] AES -3¢ vl3) 9.48%, 128 Bytes< oF
15.0 MB/s = 13.78%, 1024 Bytest % 16.2
MB/s & 12.98%, 10240 Bytet <k 16.4 MB/s
2 13.54%, 20480 Bytes% °F 16.5 MB/sZ
13.57% #4=sit. & £39 HF AR
0.00098ms=. 71& AES«] 0.00121msel Bls} of
18.90%9) AZrd&5-8& R3ict

£ =7 I3 348 Heshe A4 dxelsd
27|13} A A& eo]ES FASHl Hd (&
2)9] Ashe oleigt 2713t ©Al9] 1000%HY WHE 5
PALE ST F 2 AFHE 1000722 v Flol
o} AES-128, AES-192, AES-256 2F 3.4 4
& A4sy] A wlaste] oF 0.00001 ms A=

ey AES-CTR-C Al e AESCTR-C, Ver2
43 AES-CTR-C Verl - & AES-CTR-DEFAULT

17000
*
H
a 13000
REL

9000 {

7000

5000

16 128 1024 10240 20480

B B 271 (Bytes)

(718 9) AES-2566 Zgt Xajgk vlu
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Aol 37tz 488} webd 27 133 3&He
2718} A ollA A7 Hlo] 8-S FAFh= Agle 4%
due]Ze] A Sxo] A FHE FA 3L 3
A 4 oo, welA AL onjdleg A dz|S
date] E8AL EY 4 A o

AA o R g 471 7P A& AES-1280] £
EEollA Aoret whg A S o A w2 A
£Z2 wor}

v.gd &

AES-CTR Mode+ ¥¥@A =7} 7lsslche B4
22 93 24 AEE /2 s olodl 2=y
Al 59 o/ 8338 Gabe) A& gl IPTV,
VoIP%E8 Aul2g AMgehe mald 3738 20)
A= o] 9l7] w-ol elejgt $AoA AHgEE gtE
B daeE]Ee A4S zEste] = oo} g}
FYFel S35 duelE A AL Faaie] wol
FE3pA| R, AES €32E AAe] 7 24 Al
gdae]Fo] T olFldA e} Ty A)gts]
2] et A4 7hesict

E =iodAe s 3 #7404 CacheE o4
3lo] AES ¢2]Ee] 92E % CTR Moded] &
+4¢ ¥4 4 de wHd AES-CTR-CE Alakst
et B35 A7) A e v gE duelE
o] gj#e] 2h2 Wil e A He 7heES) EAE o)
43 AES daelEe] A4 eg (e Ax 7
2A)E RS 2 7 S 7T 5 gl
1000Mbps®] 7I7HIE  oltdolyt 1~7
Ghit/s ¢ A4E4EE ZE= WiGig (Wireless
Gigabit Alliance) 1.0(17) WEHA 7] A&
s5l2 USB 3.08 8SDXC (Secure Digital
eXtended Capacity) Wl®e] % 329 Az 9 A
& QY 5 U e st maidd e
<+ B} gd o33}t Hejakg falsol sl Alskal
= 7S 2L o3 g HEAQl 7 Sl

98 Aolr}.
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