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Three Phase Dynamic Current Mode Logic against Power Analysis Attack*
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ABSTRACT

Since power analysis attack which uses a characteristic that power consumed by crypto device depends on processed data
has been proposed, many logics that can block these correlation originally have been developed. DRP logic has been adopted
by most of logics maintains power consumption balanced and reduces correlation between processed data and power
consumption. However, semi-custom design is necessary because recently design circuits become more complex than before.
This design method causes unbalanced design pattern that makes DRP logic consumes unbalanced power consumption which
is vulnerable to power analysis attack. In this paper, we have developed new logic style which adds another discharge phase
to discharge two output nodes at the same time based on DyCML to remove this unbalanced power consumption. Also, we
simulated 1bit fulladder to compare proposed logic with other logics to prove improved performance. As a result, proposed
logic is improved NED and NSD to 60% and power consumption reduces about 55% than any other logics.
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fulladder® F&ste] Algkl 22lo] ]2 22|50
Hla) 1849x] At AL 15V 35 A%
3 200MHz2 $Aaeaes PEsidon, UMC
0.13im 37 BSIM3v3 EdAAH 2L o]&3}
o] HSPICER A &# )4 slsict. 1bit fulladder
o AMEE EdAAEE BF w=2m, 1=120m

S8l s,
4.1 DUT

Semi-custom ARl F2| EFHAR Af AR
& 27 AR #7438 B FU19Ee] =8
(18)9} DUT testbench circuits FdsiA A4
slod Algsloicl,

(28 7]& 7 Aol EES sl2aEsp] $i3le AR
& DUT testbench circuitel®, (¥ 1) 7 4
ool A AR FhE ehi)

(28 719 sl¥ste] Amele AAl danEs 7
S A9 olabdal 91 gre] opd AAAel 9§
H 35 7k g 457 Y5t skl o
testbench circuitg o8-8 & ofH ko] 75
thste] ZF Aol EHo] 4m) AFeE b1, o] 4w
AR ohg A (D Hgsled g 29 ek 2
Aol E FH oMY x| ghe T3t}

BV, [ OT;DD(t Jat (1)

25 ol¥ kel wishel] gigl oflv)x] smake] wE
& goli ) Hsle) 7jEe] 2A Sy Fd A
gt HExs e el AHslgdd NEDs}

Cv@j)‘} out
ot L9 T%

s peor
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(Z28 7) DUT testbench circuit

;c’!ic o] § oo

(E 1) Capacitive loads

to Vop 10 Vss
from out Cout = BfF Cout = 4fF
from out Cout = 1fF Cout = 3fF

NSD 7+& ARg-spedrt(3,18). =&, NED$ NSD
g F37] 9l HaAY (min(E)), HAAH
(max(E)), $FA8(E), 2013 4 3o
2k AYe B Faisich 4 (2)9) (3)& NED#
NSDE Axtslr] 94ak Ao},

{max (£) ~min(E))

ED =
N max (B)

(2)

T o UE

Nsp= £ (3)

(% 2]& (29 738 DUT testbench circuits
23 3L 7|2 AL dig AEHe|d A
viehdict,

zt Aloj el gk A EHolAd duf £ =Felly
Ak TPDyCMLe] & CML 2 244l
DyCMLel} ¥]8ke] A8 mnako] 50%0°]4 7}k
Ak, SABL3} TDPL %2 DRP 2zl @24el v
stod A Lwako] Al 35% 7lrte] Frastlrt

gl=go] der¥  2HdAE  TPDyCMLe]
NAND/AND gate®l #-% NED®F NSD3kel
2.9%. 0.8%% TDPL® 2.9%, 0.7%%} w5381
Aek, 722 CML 2t 2219l DyCMLel v]3}e]
NED¢ NSDate] 70%°1% #A4HAE 8l &
4 1l 0)9k o] TPDyCML 2t Alo) EEol 4
o] AY 4were DRP 4kl 2244 SABL®

(% 2) 7{2 Ao|Egof gt AlZaiiold

NAND/AND
logics SABL | TDPL | DyCML | TPDyCML
min(E) (£J) | 40.27 | 67.52 | 17.36 43.19
max(E) (£))| 54.51 | 69.38 | 19.21 44.5

NED (%) 26 2.9 9.6 2.9

E (J) 4451 | 68.72 | 18.37 43.78

O 5.25 0.5 0.55 0.35

NSD (%) 12 0.7 3 0.8
XOR/XNOR

logics SABL | TDPL | DyCML | TPDyCML
min(E) {fJ) | 46.93 | 74.13 | 17.37 42.46
max(E) (£J)| 61.05 | 74.53 | 18.55 42.97

NED (%] 2.3 0.5 6.3 1.2
E D) 53.95 | 74.33 17.9 42.72
O 6.43 0.15 | 045 0.24

NSD (%) 12 0.2 2.5

0.6 J
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4.2 Case Study

B =FoA Akt TPDyCML 249 A%-g 2
Z8p7] ¢lsted (18914 &-43F 1bit fulladder® o]
43to] DRP2EtY 2213 CMLAe 2402 77t
T3} 7 ke (2¥ 89 (2® 9)9 2t}

g2, DRP 2etd 243} 2] CMLAaE 2
AL 7k 7R Al EES AT AE AlolE Alolg
static invertert 94T Fgr} Yotk dvksbd,
Akl T g2l full swingl® Bt
7| AP EEE AT AF o] AelEg gl gt
+ static inverterg QAste] vy AlER A%
£ Eul7] Aol A8 ==l 3 0 or 12 A3 3
A A4 " oledt A& domino ruleolu}
nora ruleolebar g, kAR, CMLAENY 248
small swing®2 FA3EE static inverter®
«43te] domino ruleelu} nora rule® 3+& BA
& dar) ok, getd, SABL} TDPLS 9+
Aol E &4 doll inverterd A4sko] 743 (¥

(28 9) SABLZ} TDPL2| 1bit fulladder
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A g
] |

i

{28 10) SABL, TDPL, DyCML, TPDyCMLE| of 2%
o HF o] HY SF J2=

819} 72 1bit fulladder® A8 73t
DyCML3 TPDyCML2 (2% 9]} #o] 1bit
fulladderg 43t A¥E sl A5l 3¢
o Ahel® static inverter7t A oux] Lxeke]
a2 gge] A wlulghe (18)elA g3kt
w3, DUT testbencheld dAg r= 2738
7] sled Sl AMARLE 7 A0lE Y
Hio) A2 v QAsield] dAT Lo Biye
Z 1bit fulladders% FAsHt

4.3 &8 21t

(2% 10)-2 (2 8)3h (1% 9o &g 47}
2 724 Zzbe] 1bit fulladderold 13 3ka. b,
cin)e] EE 64714 wste] 9o el AgT F
o 29 o 2w AF A4S FAste et
o] (28 10)ell4 R ulg} o] TPDyCMLe] tf

(=18 11) SABL, TDPL, DyCML, TPDyCML2| 1bit ful-
ladder®ll CHEt power consumption graphs



O 20.07 | 6.78 1.43 0.85
NSD (%) 437 | 0.93 1.06 0.27
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(£ 3] 1bit fulladderolf Chst AlEa{o[4 Zo} -
TPDYCML
1bit fulladder

logics | SABL | TDPL | DyCML |TPDyCML S
mix(E) (fJ) | 426.1 | 718..9 | 133.2 | 316.3 2 TR
max(E) (£J]] 5005 | 737.2 | 140.2 | 320.6

NED (%) | 14.87 | 2.48 4.99 1.34 z

E (fJ) [459.02]727.95] 136.40 | 318.60 SABL

S 246 vl3le] g g3 og FAH ¢ ghol A
Hglo] FPAQ AFE 2vlsh= AL & 5 gl

(23 11)2 6474 2E 81Y Z(a, b, cin)9
Wstel] & 1bit fulladderd) AAAQ A& Anjek
< Yehd e Zolr}. o] T ZolA ql 2} s~
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TR gl 2A)o] bR 2R Eo) ¢ ol F
o] 9l ko 2 =Fo|x Alekst TPDyCMLE]
AE A9 A4 e FdT AY smEe RYE
Bl & 5 9lr}
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Hold AE Vet

(& 3)ellA Haznje} o] 1bit fulladderd 74
sto] A3 A3 CML 28! 242 043 327}
DRP &ed 244 vjste] A 4w 2nidx] &
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the Ag 3 & 5 A
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