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ABSTRACT

Yoking proof is a concept proposed by A. Juels in 2004. It proves that a pair of tags are scanned simultaneously by one
reader. After the first yoking proof protocol is proposed by A. Juels, replay attack vulnerabilities of yoking proof are
considered and many other yoking proof schemes are proposed to improve it. However, compared with the first yoking proof
scheme which emphasizes protocol efficiency due to the limited performance of tags, other yoking proof protocols need more
computing power and storage of the tags. We propose two security protocols that consider both the general condition and
limited performance of tags. The proposed scheme can protect the tags from replay atiack and Brute-force attack as well.
Moreover, many pairs of tags or several tag groups can be proved at the same time by executing the protocol only once.
Keywords: RFID, Yoking proof, Grouping proof
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