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ABSTRACT

In 2009, Jeon et al proposed the lightweight strong authentication and strong privacy protocol, where the tag requrites only
simple bitwise operations and random number generator. JK-RFID authentication protocol provides strong security:
eavesdropping, replay, spoofing, Location tracking, DoS attack and forward security. Nevertheless, this paper points out the
vulnerability of the forward security and improve the process of key updating. As a result, proposes an enhanced JK-RFID
authentication protocol providing forward security and verify its satisfaction. In addition , a security and an efficiency of the
proposed scheme analyze. Since partial adjustments of the key updating operation in JK-RFID authentication protocol, our
protocol improve the forward security.
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