TH?&{%% EHM
BB21 8 %55)}%, 2011. 10

A Framework and Guidelines for Personal Data Breach Notification Act

Chunghun Lee,* Yumi Ko, Beomsoo Kim?
Graduate School of Information, Yonsei University

fO

ok
25

20114 949 Alsis= 7H] *4_‘1 Rafel mpzd I BAAE AR FEell i Fobdel WA gl
Aol e}, 53] AR £5 A, AQARARARE AR FAAA M ARrt 538 S o FAeR §AE
stofob Pt F Aol e w5 4670 AA s Qe d8 §F SRS 8 S7he) T2 Al B4 st
w3 X ZHINIE AN AR FEEA Zeddze (1) A9 didel s AR (2) F

AL ) A AR, (@) FA RE, (6) A w5 oA A 8 24w A" 293 AZE 15 5
ZHgAIZA 7 &, FF A4 lolsaiele ?%5}71 A7 Wk Aokt

<

ABSTRACT

Recent personal data breach incidences draw the public’s attention to their privacy and personal rights. The new personal
data protection law effective in September 2009 imposes additional legal responsibility on personal data controllers and
processors. For instance, if a data breach occurs, this new law requires that the processors must notify individuals (data
subjects) and data protection authorities of the nature of incidents. This research reviews the U.S. forty six state laws and
related acts, and offers a framework for managing incidents. This framework includes five major components: (1) type of
personal data required to be reported and notified, (2) the ultimate subject notifying data subjects, (3) event occurrence and
notification time phases, (4) notification message details, and (5) directfindirect communication media. Along with this
framework, we also offer directions for effective/manageable guidelines on data breach notification act.

Keywords: Personal Data; Privacy; Data Controller; Data Processor; Personal Data Breach Notification Act; Data Breach
Notification Framework, Guidelines
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