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ABSTRACT

There’s a controversy about an invasion of privacy which includes a leakage of private information and linking of user’s
behavior on internet. Although many solutions for this problem are proposed, we think anonymous authentication, authorization,
and payment mechanism is the best solution for this problem. In this paper, we propose an effective anonymity-based method
that achieves not only authentication but also authorization. Our proposed method uses anonymous qualification certificate and
group signature method as an underlying primitive, and combines anonymous authentication and qualification information. An
eligible user is legitimately issued a group member key pair through key issuing process and issued some gualification
certificates anonymously, and then, he can take the safe and convenience web service which supplies anonymous authentication
and authorization. The qualification certificate can be expanded according to application environment and it can be used as
payment token.

Keywords: anonymous access control, anonymous authentication, privacy protection
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d=§/6E olv g wiskeha 7Ry e). =3 7] A
A9 shte] AQl 1§ TN =3 = 9
I 7% B SGS-LL7IWellA] AA sl Eo],
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rectness) o} 4 (1)< F3f AT &+ sh7] Qlaia) ks ;(]—3] o] 2718 R ey} gl

et Megol] AHEE= A daEEe] SR AW 4z

Z(Signature Algorithm) ZT=of| 7]&3c} Wi
5= Q«R=e(d vt g) « e(4,v) AH(Issuer) Bow 7 AHAATIAE LIS
=e(4,g5) » elu ,gz) e e(d,v)” BL:‘Z]‘«] 2417} Eoi7ta, f&7)7H(Validity Pe-
=e(d, gy« ) e elu g =P (1) riod) Hede a9 JH@AASHA ] dFd =

22 71&6}4 o), IWAAZHAL WS ¢

- JYAAZYAS SAAGR, 2 AH8AL 28 AN, W) BEAHKey Issuen)7h A 1§
ANLE 08T AR DRG0l TR WA 4T olgsl] ATAATAA SolR Lok
W ARAA AL A 28 AnaE A AnE sk 199 A8 AUE s1S,
Agea, dAAAZEA fEA Qe A AR 2% W) 4% 2% IS F g
HAATAE ASAZL SRR NS AG & 2§ 9ele] §7) (revoke)7} 14 Wl b} Al2E

I MR AE FR

ghoz AAH, 1F AR A} el w87
 BE OF IR o18E7] wied ok A3

2.4. YYHAAZUM(Qualification Certificate) IS o)ste] e A AEE A= F8

TE

A zpA Zm A (Qualification  Certificate)+
AR&A7L A4 L] 21 o2 sl 9EiA At
Ay gAu| 23 bgatold] A A EAlel Al

W 2=} Dol weh) 9 Auk e b
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5 43 Wd 243 4 glvh. o] & A A desitale JuAAZEAE oz Abestual
AZWAY TEe (E 1)3 2o} Bojl dHAAZHA Y BEA L US on)E A
7t dz=9 lﬂ 42 AFER, AR R (Version A = Aol e} dmAAZEAE AR o
Number) BEai PMI ASA (I8AATE) ] ojud Apgapd) Aepd JRAA594 Bele] ojete
HAAEE iHen, Al#jd HE(Serial Num- o olmi o] kA F wrAle] A 4 9lonE o
ber) BEdl AATA ] B84l 2el3 4 34 duAAZEAY A ARRe 2R
8t °‘“*ZP74Z":‘ AE U ISR A o (Holder) Bxelt= 3% 3AAZ3Me 287
AAZA ol A 1{ A ATt F, A Au7L Solzked], o] & Aol A re} o

o
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53]

1
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HAAZUMe| 7=

Version Number

PMI 0544 #HA 4w

Serial Number

PMI 3% 349 A=d Hs

Signature Algorithm

PMI d5A Aol A48 A= dxeEs S5

Issuer AEA wFal (ex: ETS AlE)

Validity Period alza] §57|7F (dEd, Hr)d)

Holder g2l 719 Agse] 43t AlgAt oA
E Aok YA (4 - uhg) BT ‘-'3-‘3‘

Attributes AAAR (ex: BEZ ibt S 116%)

Issuer Unique Identifier QA whgatel gt F71 AR

Extensions AEA 2

Signature AZAM | g gzt Mg
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IF W u, 0,5 o83 e(d « v g,)E A3}
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ASAAT} AN lHAAZHAE AHEABAA
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AW 2AZAL ABSHE Aulsg ol§F 4 gi
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Ma|2AFAATE AREARS] A9 ghe 2R Aalst
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