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ABSTRACT

In recently years, there are cyber-weapon aim to national infrastructure such as ’stuxnet’. Security experts of the world are
paying attention to this phenomenon. The networks which controls traffic, subway, waterworks of the city are safe from threats
such as computer virus, malware, because the networks were built on closed-networks. However, it’s about time to develop
countermeasure for the cyber-weapon. In this paper, we review status-quo of the control systems for metropolitan infrastructure
and analyze the risk of industrial control system in SCADA(Supervisory Control And Data Acquisition) network. Finally, we
propose a security model for control systems of metropolitan infrastructure.

Keywords: SCADA, Network Monitoring, stuxnet, Risk Management
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