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ABSTRACT

OTP (One Time Password) is widely used for protecting accounts on Internet banking, portal services and online game
services in Korea. OTP is very strong method for enforcing account security but there ar*e several ways for exploiting
vulnerabilities caused by implementation errors. These attacks can work because of the weakness from OTP enabled system’s
vulnerabilities, not for OTP’s algorithm itself. In this paper, we present the known attack scenarios such as MITM
(Man-in-the-Middle) attack and various reverse engineering techniques; also, we show the test result of the attacks and
countermeasures for these attacks.
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