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ABSTRACT

Password-based authentication is the protocol that two entities share a password in advance and use the password as the
basic of authentication. Password authentication schemes are divided into weak-password and strong-password authentication
scheme. SPAS protocol, one of the strong-password authentication scheme, was proposed for secure against DoS attack.
However it has vulnerability of the replay attack. In this paper, we analyze the vulnerability to the replay attack in SPAS
protocol. Then we also propose an Improved-Strong Password Authentication Scheme (I-SPAS) with secure against the replay
attack.
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