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ABSTRACT

In this paper, we propose a fault injection attack on stream cipher AS5/3 used in GSM. The fault assumption of this attack
is based on that of fault injection attacks proposed in FDTC’05 and CISC-W’10. This attack is applicable to AS/3 supporting
64/128-bit session key, respectively, and can tecover the session key by using a small number of fault injections. These works

are the first known key recovery attack results on A5/3.
Keywords: Side channel analysis, Fault injection attack, Cryptanalysis, A5/3, Stream cipher
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