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A Study of Key Pre-distribution Scheme in Hierarchical Sensor Networks*
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ABSTRACT

Wireless sensor networks consist of numerous small-sized nodes equipped with limited computing power and storage as well
as energy-limited disposable batteries. In this networks, nodes are deployed in a large given area and communicate with each
other in short distances via wireless links. For energy efficient networks, dynamic clustering protocol is an effective technique
to achieve prolonged network lifetime, scalability, and load balancing which are known as important requirements. this
technique has a characteristic that sensing data which gathered by many nodes are aggregated by cluster head node. In the case
of cluster head node is exposed by attacker. there is no guarantee of safe and stable network. Therefore, for secure
communications in such a sensor network, it is important to be able to encrypt the messages transmitted by sensor nodes.
Especially, cluster based sensor networks that are designed for energy efficient, strongly recommended suitable key
management and authentication methods to guarantee optimal stability. To achieve secured network, we propose a key
management scheme which is appropriate for hierarchical sensor networks. Proposed scheme is based on polynomial key pool
pre-distribution scheme, and sustain a stable network through key authentication process.

Keywords: Sensor network, key pre-distribution, cluster
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CH,egion  * regional cluster head node
Repeater : relay node
Niregion : regional cluster member node
normal : normal node before network setup
operation - o eration node before clustering
sleep : sleep node
Initialize :

1. generate( random_delay time )
by normal nodes

Main Processing:
/clusterlng process by normal nodes
1.if(nodes weighted value
%. decrease weighted value by 1 point
en
4. Calculate available time slot period by
weighted value ) )
5. del% time (- generate( available time
slo
6.wait for delay time or until receiving {any
advertisement message
7.if(delay time_Expired)
if(nodeID == Nuormal
become Noperation

broadcast( the Advertisement
essage {node
sensing value, posltlon})
9. elseif(nodelD == Nuoma && receiving
any advertisement message})
. if( receive the Advertisement
Message{sensing value} ==
sensing value )
become Nsleep
11. else
become Nopex ation
broadcast( the Advertisement
Message{nodelD, sensing
value, position})

12. end if
13.end if
14.else
wait for delay time or until
receiving {any advertisement
message}
15.end if

16.if(nodeID == Noperation)
increase Welghted value by 1 point
delay time
(- generate(random_delay time)
17. wait for delay time or until
receiving {any advertisement

message
18.if(delay time Explred)
1 1I{ node == operation

become CHregion

increase weighted value

y 2 points
broadcast(the Advertlsement
Message {NodelD, position})

20. else
cancel the delay time
21. end if
22.else
23.1 (lecelve the Advertisement Message)

cancel the delay time
become Niegion
else
wait for delay Time or until
receiving {any advertisement
Message!}
24. end 1f

25.end
26.1f( nodeID == 0
27.if( # of neighbor C“Hregmn ))2&&
# of neighbor CHiegion(6)
29. become repeater
30. Dbroadcast( the Advertisement
Message {NodelD, position} )
31.end if
32.end if

Cerglon

I.broadcast( the Advertisement Message
{nodelD, sensing value, position} )

2.accept( join Message )

3.compare stored sensor data with sensed
event whether it same or not

4.aggregate sensing data

5.transmit_data_to_Sink (sensing  value,
nodelD, position

Nregion
1.join  to  cluster( CHnodelD, nodelD,
position )
2.operate as an region cluster member node
3.compare stored sensor data with sensed
event whether it same or not

Repeater
ljoin  to  cluster( CHnodelD, nodelD,
position )

2.operate same as an regional cluster head
node with data relay only

3.compare stored sensor data with sensed
event whether it same or not

4.relay data
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