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ABSTRACT

The cloud storage has the client lend and use the device as a form of service rather than owning it, and thus the client
pays the charge for the service that he or she actually uses, making it beneficial over the self-managed data center. When the
storage service is provided on public cloud, however, the clients does not have any control over the user data, which brings
a problem of violating data confidentiality. In this paper, we propose a gateway that works between the public cloud and the
client for the purpose of guaranteeing the confidentiality of user data stored in cloud. The gateway encrypts or decrypts, and
then delivers the user data without the client’s intervention. In addition, it provides the function of exchanging keys to allow
the client to access through another gateway. The proposed idea has been tested on a commercial public cloud and verified
to satisfy security and compatibility.

Keywords: cloud storage, gateway, confidentiality, proxy service
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