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ABSTRACT

Cloud computing service is a next generation IT service which has pay-per-use billing model and supports elastically
provisioning IT infra according to user demand. However it has many potential threats originating from outsourcing/supporting
service structure that customers ’outsource’ their own data and provider ’supports’ infra, platform, application services, the
complexity of applied technology, resoucrce sharing and compliance with a law, etc. In activation of Cloud service, we need
objective assessment standard to ensure safety and reliability which is one of the biggest obstacles to adopt cloud service. So
far information security management system has been used as a security standard for a security management and IT operation
within an organization. As for Cloud computing service it needs new security management and assessment different from those
of the existing in-house IT environment. In this paper, to make a Information Security Management System considering cloud
characteristics key components from threat management system are drawn and all control domain of existing information
security management system as a control components are included. Especially we designed service security management to
support service usage in an on-line self service environment and service contract and business status.

Keywords: cloud security, cloud ISMS, cloud computing service
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