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ABSTRACT

This paper addresses a Full Disk Encryption hardware processor for SATA HDD in a single FPGA design, and shows its
experimental result using an FPGA board. The proposed processor mainly consists of two blocks: the first block processes
XTS-AES block cipher which is the IEEE P1619 standard of storage media encryption and the second block executes the
interface between SATA Host (PC) and Device (HDD). To minimize the performance degradation, we designed the XTS-AES
block with the 4-stage pipelined structure which can process a 128-bit block per 4 clock cycles and has 4.8Gbps (max)
performance. Also, we implemented the proposed design with Xilinx ML507 FPGA board and our experiment showed
140MB/sec read/write speed in Windows XP 32-bit and a SATA II HDD. This performance is almost equivalent with the
speed of the direct SATA connection without FDE devices, hence our proposed processor is very suitable for SATA HDD Full

Disk Encryption environments.
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