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ABSTRACT

VANET (Vehicular Ad-hoc Network) is a type of MANET (Mobile Ad-hoc Network) which is the next-generation
networking technology to provide communication between vehicles or between vehicle and RSU (Road Side Unit) using
wireless communication. In VANET system, a vehicle accident is likely to cause awful disaster. Therefore, in VANET
environment, authentication techniques for the privacy protection and message are needed. In order to provide them privacy,
authentication, and conditional, non-repudiation features of the group signature scheme using a variety of security technologies
are being studied. In this paper, and withdrawal of group members to avoid frequent VANET environment is suitable for
vehicles produced by the group administrator for a private signing key to solve the key escrow problem of a group signature
scheme is proposed. We proposed a message batch verification scheme using Bloom Filter that can verify multiple messages

efficiently even for multiple communications with many vehicles.

Keywords: VANET, V2I, V2V, Group Signature, Authentication, Privacy
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