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A Method for Detecting Unauthorized Access Point over 3G Network*
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ABSTRACT

Malicious rogue AP has been used for variety attacks such as packet sniffing and Man-In-The-Middle Attack. It is used for
the purpose of data leakage via 3G network within companies, and the unauthorized AP could be a reason of security incidents
even though it is not intended. In this paper, we propose the method for detecting unauthorized access point over 3G networks
throughout the RTT (Round Trip Time) value for classification. Through the experiments, we show that the method can
classify the AP which is installed by normal way and the AP over 3G networks successfully.

Keywords: Mobile, Access Point, 3G, Wireless, Network
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