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A Study on the Detection of Malware That Extracts Account IDs and
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ABSTRACT

A new type of malware that extracts personal and account data over an extended period of time and that apparently is
resistant to detection by vaccines has been identified. Generally, a malware is installed on a computer through network-
to-network connections by utilizing Web vulnerabilities that contain injection, XSS, broken authentication and session
management, or insecure direct-object references, among others. After the malware executes registration of an arbitrary service
and an arbitrary process on a computer, it then periodically communicates the collected confidential information to a hacker.
This paper is a systematic approach to analyzing a new type of malware called “winweng,” a kind of worm that frequently
made appearances during the first half of 2011. The research describes how the malware came to be in circulation, how it

infects computers, how its operations expose its existence and suggests improvements in responses and countermeasures.
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if { MKE_StopService{L"U3 Lite Service") )
sub_483C89(L"U3 Lite Service");

if ( MKE_StopService(L"v3engine"} )
sub_483C89(L"v3engine™);

if ( MKE_StopService(L"U3FLE2K™") )
sub_483C89(L"U3FLL2K");

if ( MKE_StopService(L“AhnSZE") )
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if ( MKE_StopService({L"TfProcNt"} )
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if { MKE_StopService{L"TfProcNt"} )
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ta
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{
U8 = ike_dynanic_call_276(q_dvord ADEZ3R, 2035711, 8, vi);
iF{9)
nke_dynanic_call 272(g dvord WOEZ3R, O, 6);
¥
T
}
uhile { (signed fnkho? ¢ (signed int)"A¥Seruicedl.ape” );

}
sub U083}
sub_ 320A();
1F { sub_WE365("eSuc.exa”) || sub_MOBISS{"Uctore.eve") || sub_WOSIES("UChaser.exe") || s
{
sub WESEATT);
suby WB3BESL )
}
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LLASCIT "pass="
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alert tcp any 80 () any any(content:"{script”:
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VV(www.)?.+\..+”; content:"email=": content:
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5 3 At of k], A ~HlE AFHE o] F 124

SHA3] ot ZEst A7 E wrhA] vkl g, o] (7) Karen Kent, Suzanne Chevalier, Tim

5 ARgEh WALE AMAIRE by Al A7) B3] Grance, and Hung Dang, Guide to

o EAZ dEHN =N AR A A=(NIDS) ! Integrating Forensic Techniques into

2% E(snort) ¥l dHE A7 |HE AREshe] of Incident Response, NIST, Aug. 2006.

Azce] fFEEA Y, g2 gAY A1 fE (8) Richared Norlan, Colin O’sullivan, Jake
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th & AMARE AR fEe AR Ao EE Mellon SEI, Mar. 2005.
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F ARRS o A|F | ule} A5 Al e} gt (10) 9%, A=z AA 7oz, ghdv]t]o],

2010.
ZnEs (11) Jay Beale 9], 2% E 2.0 vl&A}b, 74 o,
ole]E&3H(F), 2003.

(1) 9L, o1FE, A4, e, =543, U= (12) A%, "SNORT AHYsA +x5 &-43 =g
oI FE HAS Bl whx] 2 gL 71501] byl Forensics -$-82% AAMY " AR - Bohet
A" AR - Bk =4, Al10H, A1Z, pp.20- 7, A0, #1235, pp.1-9, 2010+ 6.
24, 20104 34. (13) vtz ~=l=Z AR Hl o] 23} AA| el - &4

(2] =l " Al Asialar #419] Forensic g ol o ghdwt]e](F), 2008.
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