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ABSTRACT

A biometric hardware security module is a physical device that comes in the form of smartcard or some other USB type
security token is composed with biometric sensor and microcontroller unit (MCU). These modules are designed to process key
generation and electronic signature generation inside of the device (so that the security token can safely save and store
confidential information, like the electronic signature generation key and the biometric sensing information). However, the
existing model is not consistent that can be caused by the disclosure of an ID and password, which is used by the existing
personal authentication technique based on the security token, and provide a high level of security and personal authentication
techniques that can prevent any intentional misuse of a digital certificate. So, this paper presents a model that can provide high
level of security by utilizing the biometric security token and Public Key Infrastructure efficiently, presenting a model for
privacy preserving personal authentication that links the biometric security token and the digital certificate.

Keywords: Biometric Hardware Security Module, Biometrics, Personal Identifiable Information, Privacy
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