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ABSTRACT

It is required to design and implement secure web applications to provide safe web services. For this reason, there are
several scoring frameworks to measure vulnerabilities in web applications. However, these frameworks do not classify
according to seriousness of vulnerability because these frameworks simply accumulate score of individual factors in a
vulnerability. We rate and score vulnerabilities according to probability of privilege acquisition so that we can prioritize
vulnerabilities found in web applications. Also, our proposed framework provides a method to score all web applications
provided by an organization so that which web applications is the worst secure and should be treated first. Our scoring
framework is applied to the data which lists vulnerabilities in web applications found by a web scanner based on crawling, and
we show the importance of categorizing vulnerabilities according to privilege acquisition.

Keywords: web vulnerability, scoring system, privilege acquisition, rating
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Blind SQL Injection| 4

8 - - XSS 4 - - 2 77.7
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