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A study on the effective method of detecting denial of service attack
to protect Guest OS in paravirtualization

Seunghun Shin,Jr Manhyun Jung, Jongsub Moon'
Graduate School of Information Security, Korea University
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ABSTRACT

Recently, cloud computing service has become a rising issue in terms of utilizing sources more efficiently and saving costs.
However, the service still has some limitations to be popularized because it lacks the verification towards security safety. In
particular, the possibility to induce Denial of service is increasing as it is used as Zombie PC with exposure to security
weakness of Guest OS’s. This paper suggests how cloud system, which is implemented by Xen, detects intrusion caused by
Denial of service using hypercall. Through the experiment, the method suggested by K-means and EM shows that two data
,collected for 2 mins, 5 mins, 10mins and 20mins each, are distinguished 90% when collected for 2mins and 5mins while
collected over 10mins are distinguished 100% successfully.

Keywords: Cloud Computing, Intrusion detection, Virtual Machine, Xen, K-Means, EM

A (200124 39 239), #A9(20124 49 259), = sz o] =
ﬂ]xﬁz};q()] 20121,‘;1 4% 260_‘__];_ ‘Q] —?—711—\::’_‘0“71] i"I:% TT’:‘O/] :d';g%é% 7]—2‘1 ITX]—%_—‘:—':

3]
t 22}, shin0623@korea.ac.kr S &-t)ul=(on-demand)¥Al o2 AZsle] 2L
¥ 2A1A2F, jsmoon@korea.ac.kr



660 Wb bksl 317 Guest OS B35 98 a849 AMn|x A 34 &2 widlo] 3dk

84 Foistel Welel Aaslehe AL AL A A 3] 915kl 24 LAAA) S=delE TS 5
¢ A% Aehlelh(l). olel@ FHE AF YRS )5S ATeHe £mEde) /%R (29 1)
o At 2 A9e AL 2 o 3 o] vl Auls %% shte] ZeEoz

Al 3= v Algeta = vk ) |
SEEEREDES S EREEE g
FE Auz ool ¥e wol FAIEE Wzl Q)
o] Hol FHekdel hal A= v‘i—#ﬂxl o Aol
A Au| 29 RS AlgAl Sl A &
B3 ek, B3] 229 Aulat <A o)

= Aulag Algtotol she 7R84 SHlo]
242 B2 odvh SR, AEAE WelA
Al s Ao e el kel
& el T oE AT 4 gl #A
ok 53] FHZell 2 o]73t =31 DDoS
X}%% 17”174 A2~ vhe A7) Al
e e SRS B w
A Xﬂ%?'ﬂ Guest OS¢l 3t B37} =

2o,

2w 81
o ox o (IF
o

rlo "

jq.

= o
o —
N
2
2
21_,
&
10

2oto f XSt > oof w30 nE fo fff
o 1Y

-2 Aol 4] dAlEX] FAA 2] s)4] En] PC
g4 5 4 9lon o] w3t IHT-4 DDoS#4
esle g9l 2HeE 4 9lrh(3). B =i
e 2E4As TR AFEHS Zl%ﬁ}% 7 Al
Xen 373& FF3la, YAHE AMu|zsla sle

Guest OS¢} MW E FA3l= Guest OSE 75
a3 AA WHoA = DDoSEA S 3 783l gl
= ARj2ot oS Holn| o] & B3| S1% ¥
2] Bk Ak gl & =ellAE AT 34
off Hisl ARHlell WAE 4= Q== sto]Fujo] o] 3}
ol Z o|MIEE EAA o7 BEalo] =3 vk
o AQkalt), B =Rl AL thow) 2} 24k A]

 ZEHE 7S 71t stold E oWIE ae|n
'] el sal Adrgdet 3% elAE B =il
A Aljbebs WS ARtk 4= A S El
Al whe] A3 A Kol mpA kel A
T AES dor 2 7S B R vS a7
skl AR 8-S et

Il AT

ZehsE AFES FAFE ZEA AR A
Boll 7HdEE 716E Agste] oo ARgAlellA A
B, 2R, EYZ 5o AYL AFsr] 91
T} 7)%e e FRe] LA AR S 9l

5‘% F‘ A& 7hssHA geh4]. 71E dlolE] AlE
= AR P °§E]—E A& AE 7
% Fo] t=slo] Aol nle] ZA "ol AR
WAttt v AW S3 3elA] 3t
A3 A dnE WA S 9l M Tl
dlole] Alg] Al F5& wa gl 7St
2 A ofe] WiveA] A7 2 AESHE zl8s)
I itk 1 F Alad s BR REA o s b
45 ZAo2ZE VMware®t Xens & 4 9o,
7hakske] el uwiel 7Rk (Full Virtualiz-
ation) P78 (Para Virtualization)2 hd

oﬁ
_>|L

i o NE ol o et o
o)
N
)

<

A5 7Mdst #8le] 753 +
_/_‘:E‘ﬂ l%%] ] 2—1_9_3},‘_:_ H]—H'] Oi/(-]

CPUS} vlme] 5 I AXwE 7Mtssle | Xend]
| olell &3} H =Folx FElsE A

2® FEE 53 EEF A MEE ¢Eke
A Mkl == Xenolw, Xend FERE
VMM (Virtual Machine Monitor) &2% B
slo]sule] A (Hypervisor) 2t Host OS(Dom-0),
Guest OS(Dom-U)ZE FA=c}h. 3slo|sjule]#]=
sl=ge] A9l CPUS W =2e]le] A4S Guest
OSell &8 F+= 9 3} Host OSE
Dom-0Z £, CPU} wxe] 9o Guest O3
7} Hute] ~5 A3 fsiAE o5 Ao} gl
gk A2 R Al HA] AFfste] A~E Tl
A4 4 AA 5 B AgS A8, Guest OS+
7 AlS eJu]git}. Xen Linuxe LinuxE 4
3 wHeg o2 Guest OSE HAAZ|IAY A=
gl Aghs 71 4 9)& Privileged level & 714 o
ol &L 3lol3 F interface® WAA7] § W=
A, Ad o7 £40] =He User level Linux
legacy ¢ E§ZZ a2 434 glo] F2teo| Fl}, 43
% Privileged levels 7}l #3ES] 5] W
A Guest OSelA] 3=#] & vle] Ao
slo]# F& 53 slolauto] A4 o] o]Foixl
t}. fule]x =#fe|H+= Front-end Device dri-
verE 7147 =&d o] Dom-0 & Back-end



TEH R

(2012. 6) 661

GuestOS GuestOS
Enlightened Enlightened
Device Device
VM1 VM2
Domain0 VM A A
— ———————1
J
Safe H/W Control Event Virtual

Virtual
MMU

channel CPU

Hypervisor

g 4 88

‘ X86 Host Machine ‘

Interface Interface

(22 1) Xen 7HaE} oF7| =R

Device driver <} SA1& 3lo] AA| tinlo]x Ao
+ Dom-0°l|4] o]Fi=]A] "}, (27 1)+ Xen
9 F25 YERA(5)

212 5l0|HZD} o|HIE

Xen # Guest OS =rql 79 *Ji e
3l7] 18 7 71 mlAUZe] EAI8H6). Xeno &
HE Guest OSES] BAIL H|%7| °]‘%‘IE HAUS
S AFE8b . Guest OSEFE XenolAe £
slo|H & A3l 5714 358 st she]
Z e o]ae EHAQl B35S Adsy] s s
o|sjulo] Aol F7|Hl AZESY] ES AlPA]T)
< 38t} Guest OSE dlAlalA]
< £ 3= slolwFE AAl 0S¢
SBHA R "7 EEe] Xenoll A WAL S

E (7). slo]o 2 A2 =rle]
T4 e A el 7 M3 A4 CPU ¢
g 59 71555 72 Guest 0S4
E A wHo) digk &0 el i APIS A
glste] £t} Ring 39 Guest $& Zza#lo] ¥
M Z2A2~E APAF]Z Ring 09 32E A9
o] #HIe /=R = dlolmE A& 5o,
Dom-0%} sle]sjule]& F3l| 258 =}, 3lo]s]
vlolA= 84% F 59 A E Ity AYE 7
S8 gtk XenoZHEY Guest OS] FAl

B 57| oW E WHAUSS T3l A|F==dl,
Hle]~ QIHHEE H3A AGeAUSZE A3
ErQl-F37 847 o] FoF o|WES] A&
2hglt}, A5 Unix Al2dd zo], 425

Erte] glon, 77 A} g 72

rlo —_

i
rﬂ: 31; rlr
o B o

)

A

AAAL S35}, oWl EL A2 dlo]E7} W|ES

25 &3 A" Aoy 7 Hlaa 84 st
A& vepl Holew o8-t

o
>
o

A Al mElE Lﬂ

4ﬁm—
2 ol [ S

aft

o

o 1:5 -
o (oL
—x
b
fr
&
m
ﬂ
)
;&
fr
=
£
L.
Zi
>~
?
Of
N
)

ﬂé%ﬂsk+—%ﬂmh*V*“z%§@ﬂ

]/‘\E‘“ 120 o]_Q_tﬂ— 01El-;<] /l]ix_e‘gsq

o
=

ke ofo
)
o I

4—?& Liao and Vemuri(8), Wenjie Hu
and Liao and Vemuri(9), Seung-Hyun
Paek(10)9 <77} 2t} Liao and Vemuri+
MITell A #|#38l= 1998 DARPA Basic Security
Module(BSM) (11]lle]e] ] oduk s)9] slo]e] o} ¥
7 3)9] dolelellA A2El 555 ZRAA HE F
Z3le] A2H 3EREE ALl 71 g2 s
7P A"l 3% 4A9NE FESAL A E 7R
skl & 500 Aladl 35S FEde woR A
Al g shal 7F ZRA2 M A 2E 32 HIEE o]
g3fo] AR AW Folo|A wo] AE-E= TF-IDF
712 vhde- xJ_&g],oq A 2® 329 7S AA e
th. TF-IDF+= #4142 ©el o] 72 & &l +
Aol Al 7zt ghofe] Rlks}l o FHRE(IDF)9 &
2 el WAoo}, #AE ZRAAE FA|gte
dolE Azdl 322 dte] ARl A 3he
K-Nearest neighbor &e]&ol| 2438l ¥
3 odub 8918 A FE T3] 215k Cosine
Similarity g AH-3te] ) &A1& ke WS A
skstdch. kAR, th] Guest OS7F Au| 2~ ==
Fe5-= A 2HA A" 5% 3HE 53 DDoS®
A A 28 Al 2ol B OverheadE W47,
A W ze] HAfEE ot 3=l Resource® %

o] AA|sHA o] A o]A] o

5‘.:

Lo

‘51

ul



662 W) 97 Guest OS M52 918 B84 Al A% 37 g ol BY 97
[ step\ /mpmmmg - I 4] W Xenperf(13)2h= Xen ko] =jujo]#]
oA WA SelslE A5e £ AFE A2y
S5 Ahgstol 24 st A gl sol
el ot || o 2 Holel g 353 SAES AHgsle] dnk 99}
T O L, B4 AAE 1RA A e 2] 919 selel
— FFo] WASHE A7 L2 S BeIE & DSIE o)
»J ) =) of ARk A 0 B 2AIska Axtete] FAA 5
& it
(38 2) MBI~ 745 BF 27 ALH FEE
Il Higksts 7] 3.2 HOIE Exe
AL T P 3 A sfelstutel 2] A g°j§ij‘i;£1:gi%FFeat‘”e e
Qo] Slelsl dlelelE pAe, FowA pgw - - o ESE SRR Feature Scalingt

dole 2 A ¥ slo]HdZFe featured A4 3
ok Al A FAdelE o dutElo]HE mllEska
A3 HA ez FA AR T4 =

-

3lo)9) 28 Linux 2.6.22 #AdellA] 324719 A|~
) 23} )t o 22 35709 slo]HZS s a gl
tH12). B =EoAs 35709 slo)dE F AAw R
ARl eAE of AEE 1/0Ax A sle
event_channel, grand-table 183 ®=2g], cpu
AHEF} 3 9)E mmuext_op, hvm_op®} vepu op
& NS BALR S35l sjolsi g Akl

=

o=
7} solsize Fl%5 W SAL (% 13} ek 77
=7 wlE g ohg A(1) o o] Eaake),

Ve = {VF'.I,VF'.Q,VF'.B,VF'.4,VF'.5} (1)
(Z 1) 2 sto|mZEe 7|5 ¥ 52
=R | ol 5

Ver | SV g cujq) 2 ol 24 4

’ channel op
grand_ . }

V, =k g A+
o table |22] writable page 84 4

Vi |mmuext op| AR wize] Qi 3 5

v h hardware virtual machine
S /024

Vis vepu_op  |GuestOS cpu 52 #A 2 4

Feature space’} 33| =21, Feature Value’}
(1,500000)2F4 t}eke] HlolE|E +43} sl oda
g)Zoll= AgsA] ol (0.1)Ak]2 A3l 3o

Scaling & th& 2}(2) 9} z2o] Aelxr}.

e ali d( ) ei_E;nin (2)

ormasedie = E;IJ&X_E;Ili!l

3.3 HOIE ERF

slelslz 5% 4+ 34¢ Eal T ke WA
el A S T HHe] TAE e daEls
o2 g3 K-meanset EM dae]5s o83}
o] 53ttt K-means dare|go] dlole]zke] A

g & Akt o f-Zevld(Euclidean) Ag A
S Abgale ZlFbe we] EMS S|4 el v
AMEEte 2 EMY e Ee] o8 349l 7]
F3le] o] ARg-EIT)

0
o=

3.3.1 K-means &12|&

K-means-< 13l dloJg] Aghe dlo]g7} 714

2490 fAlEd et KAY FejaEE B g

FORA, 7t FE|2El9} ArAfe]e HAkS 243}
sk whal o2 Eatgit}(14). K-means 48| & (&
2] 98 Fo & KE sty ¥4 W A2 =2
A7 A GRS ol AAES A k
N A= F&ict. o] 7|H-2 AA dlelEl7} n
ola, k7} ¥A¢] 4, t7F vk o due]Ee] &
F=7F O(nkt)o]7] witell & dlole] A3e thFe
o iAo r Bg2e| 3 A go] 7153t



TEH R

(2012. 6) 663

(E 2) K-means &€12|&F

Algorithm KMEANS(dataset X, initial centers
C

1n1't)

X 1 a set of N data points
C,. - initial centers of k clusters
: cluster centers of k clusters
) L I=1....., N} is the cluster label of X

Cé

init

C

P

1

2 while(C# G, )do {

3 G,<C

4:  for each centers z; in X do
5: pli)«— argmin . d(z;c)

6 for each centers C; C do

7 C, < Average of z; , whose p(i) = j
8 }

9 return (C,P)
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Algorithm EM

Input : Cluster number k, a database,
Stopping tolerance &(>0)
Output : A set of k clusters with weight that
maximize Log-likelihood function
1: Expectation Step
For each database record x,
Compute the membership probability of
x in each cluster h=1,..., k
2: Maximization Step
Update mixture model
parameter(probability weight)
3: Stopping criteria
If stop criteria is satisfied stop
Else set j = j+1 and goto 1
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