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ABSTRACT

One of the most important point in the Internet crime investigation is tracing back and pointing out a criminal host.
However, criminals can forge a crime record stored in the crime host, or can utilize malicious applications in order not to
leave a crime record. In addition, criminals can change the source IP address of a crime host and deny their involvement. In
this study, we suggests the Network Forensic Evidence Generation and Verification Scheme (NFEGVS) to rectify the current
limitation of Network Forensic technologies. This scheme can prove who and when the crime has occurred. In addition, this
prevents leaking of symmetric key for guaranteeing certification and integrity of Forensic Evidence by proposing the
Timestamp Secret Key Distribution Scheme, and minimizes performance degradation of router when generating forensic
evidence with the Flow-Based Selection Scheme. In this paper, we implement the proposed scheme and evaluate overall
performance of the proposed system.

Keywords: Network forensic, Internet Crime, IP traceback, Packet Marking, Network Security
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