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ABSTRACT

It is shown in this paper that Yuksel-Nielson’s key distribution scheme is not secure against key de-synchronization attack
even though their scheme supplement ZigBee-2007 specification’s security problems. Furthermore, a new key distribution
scheme is proposed, which is the one to fix the security weakness of Yuksel-Nielson’s scheme, as well as its security and
performance analysis to verify its effectiveness.

Keywords: ZigBee, Key Distribution Protocol, Security, Performance analysis
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TCoAA At #d HAAE ¥ TCE
Transport-Key ®AAE &34 ZAE <S5
218k A2 challenge ¥ RTCE Rt} px|qh,
FAAE TCe ZAZ] € TC-¥=7] LKAE
za7] Uﬂ%‘ﬂl XAl node-Authentication =l
AAE Bl 7 A "ot oeba] dA A 7ol A
o] &o)| AHAA Sl WAA| S wx] Fatchy T2 eI

N
<
°
>~l
Ey
=
N
&
N
N
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7] B ZTRES

71 % =1 E} uleb] ZAE 71 AR A

@ Key-Request{Old)
¥ 3 node-Authentication

TC
(Z} Transport-Key

AlZy

(a7 9) Mot Z2EZ 10 st 3Z AlLfE|2 1
A AvE e 2& ZA7F TCE 7Hgst #4347
A(TC)AA M2 AP-Ha7]15 23819S o, &

A= oA AE-EW Transport-Key ®AIA|

5 EAst] Fvb a2 AAske] ZACA ohA

Agget, a8y ZAE A(TC)7F B Trans-

port-Key "IAAE S84 #4le] Key-Request

WA x| el 371 challenge 3t RAd wigF A4

al response QAIE g}, AT, A(TC)=

TC9} ZAZF] 3% TC-3=7] LKAS 94 n=

7] witel]l AAA el Transport-Key WAIA & Bl

7} ik, ulebdd A(TC) Al #FAle] Awkgt e}

= A& F937] $15ke] ZAZF 2Ul= node-Aut-

hentication ™WAIA= AFEA ¢, Z2EZFS

Y ol A=A U=

16T

(I} Key-Request
¥ (3 node-Authentication

A(TC)
(2) Transport-Key(Old)

N

Zp

(22! 10) Mot Z2EZ 10 st 24 ALzl 2

34 gL 38 TCS 73 342 A(TC)7h
ZBolA oA TC7} ZBelA ¥4 node-Au-
thentication ®IXAS =H3 —‘v:‘?i‘”/} A},
ZB= ZA7} A 2L 7] T’:HH /i°]a1r o7
TCE 7143 A=k A
S 3} ZB+ A(TC) °ﬂ7ﬂ HU+= node-Au-
thentication ™WAA|el] #}4lo] Hwgl rezl= 7

ru1ru
fo :‘.":
o
ot
N

< Z93l7] 918te] A(TC)7F 2l WA Aol E3%
RTC(old)e} TCE 53l $l3te] A}Ale] AJAJ7E
RBE Z3sle] A(TO) A 2t wlAA]E vk

A(TC)= 71& =R T TC7F ZBellA 2
Transport-Key HAIAE ZBellAl AFH spA|H
A8 T3 o A12]19] RB(old)= ZB7F A(TC)el
A BYd RBe tt2 22 7ZBE A(TC)E HAAE
753}, webd TCE 7t 34271 ZBelA 7]
£ AAA 7] vE7EE AEse 34 welrt

7}e-3ict.

5.2 Mgt Z2EEZ 20] CHSH oHd

0x

4

A ZEEZF 204 ZAZ 7HAEE FAA A(ZA)
7F #g 4 sl 34 AdElL 1dl= A(ZA)7F ZB
7l node-Request ®IAAE Afsl= F4=
A(ZA)7} TCellA Key-Request #A#E A3}
= F4e] 3k

A FAL A(ZA)7} ZBAA node-Request
HAAE HEshe AoR ARME WA E we
7B Aol Azl 44T RBE TR WAAE
FAA A A Adgc), FAAE] YAl A= ZAsH TC
Zboll 5% TC-8=7] LKAS ®227] o9 ZB7}
g RBE E£3d3he F83 Key-Request #A|
A5 FAE 3, 2 o]-e =Ag WA E A
A 7§z TCol oaia] AF-=leo] A 5 el §
th & ZREZL2 Y o4 A =t

X (3 Key-Request(Qld)

TC

1) node-Request(Cld)
A':ZA] e 7 ZB

(2) node-Response

(32 11) Mt Z2EZ 20f ofst 34 ALz 1-1

T WA FALE AZA)7Y TColAl 71Ee =43
o4l Key-Request WAA S Bul= 7oz Azt
= o] WAIAE Hul= A= 27F417) otk A
2 ZASt ZBAlelel node-Request ®lAIA| 2}
node-Response ®A#A|2] wdto] ¢l AbelolA
A(ZA)7} TCAlA Key-Request HAAS A%
she Z$oltt. o] A9l ZAS ZBE TCEYE 7
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Z+ Transport-Key ®lA#A]¢} node-Authenti-
cation ®WAJA|E WA =ARF node-Request w4
A1} node-Response HA|A]2] nste] glom =z x}
AlEo] de TREZE A AsR] Wsky| el TC
ANAA B HAAE ARSHA E) wpebsd] Z2E
2 o oA 3= et

(3) Key-Request(Old)

(& X node-Authentication

TC
@ X Transport-Key

AZy) Z

(T8 12) Mt Z2EE 20 st 34 ALzl 1-2

EAZ AA AAA ZAS ZBAtelel node-Re-
quest ™A1#2} node-Response ®AA]7} wghs
Foll A(ZA)7} o] ell =8 F4d Key-Request
WA A Z 2SS 7 $-ol= node-Request ™A
of el W RAQ} node-Response HAA]¢l 1=

= RB7F A(ZA)7}F A3 Key-Request ®lA1A]
o 3= @ RA, RB= Aelshe}. wels TC7}
HWE Transport-Key ®A1A¢} node-Auth-
entication WAA= ZAS} ZBolA AHF-Eo] A=
2 EZZEZL T oA AP e

(3) Key-Request(Old)

¥ (5) node-Authentication

TC
X (@ Transport-Key

(1) node-Request
Z, i
2) node-Response

I~
)

(2] 13) Aot =22 20] thst 3H AlLEIR 1-3

At ZREZ 20 gt 34 AL 2% ZAYE
N2 7] B ZREZS AR #A ZBe
node-Request @ node-Response HAA|E 23t
4 $% RA 2 RBE 5413 Key-Request ¥l
AA 5 TCE 7F43E 344 A(TC) oA Bl 22
2 AZHEI) o] Aol FAAE JA ZASH TC 7t
of 3% TC-¥=7] LKAS 22| ujol 323
Transport-Key AR S ZAoA B $7} $ict.

2 o]Ael =AE WA el dAe] RA 2 RB7} £
grelo] glA ed7)ell A= A 5 girk wb o]

(3) Key-Request

A(MC)
¥ (@) Transport-Key{Old)

Za

(32 14) det Z2EZ 20 et 34 ALz 2

T4 AvE L 3 TCE 7Mst 34 A(TC)7H
ZBelA o™ TC7} ZBelA 2 W¥¥ node-Auth-
entication "AIAE =4 Fch Afgct. At
ZREZ 20 g FAol= F 7 AT s F
aurh. AA= ZAR HE]S 7] Bl ZREZC] A
97 ke Alelold A7 7Bl node-Auth-
entication WAA S Bl 7-$-olt}. sx]ut ZB2
el A= node-Request #IAIAE W] 23 Al
ANA 2 HARAE WA =W 1 AR "ok =
A= ZA =+ A(TC)7} node-Request "IAA&
il Aol A ZBellAl node-Authentication ™ A|
A5 Bl Aol AT o] Agel= A(TC)
JAel = ZBeF TC Zholl 3% TC-¥=7] LKB
2 ne27] wie a3 node-Authentication @l
AIAE ZBelA B 71§

¥ (3 node-Authentication(Old)

A(TC)

K

Zg

(T3 15) Mot Z2EZ 20f Cist 37 AlL2|2 3

5.3 34 AlL{2|20] CHet oMY HmEA

o] QIFFHZ Aot T2 EZF 13} 2+ Al 7149
374 Ay el gkAsitl AWt Yuksel-Niel-
sone| Aloket 7] B T2 EZLE 4 1Hx] A%
vle} o] FA Ay e 1.8 7|HEeZ 3 7] w57

"o QYA B e AR el 4 A



754 ZigBee A AlA U ELF A FAF 7] En) ZRES

2le 1o] f-33F T3l o]+ Yuksel-Nielson
o] Alekgl 7] Hul| ZEEFo= ZAE AF3] YT
7]s0] Ael=lo] 9l7] wlatolth, ZH Y Fh-E el 7]
WS ZigBee 7] ¥4 Z2EZE Yuksel-Niel-
sone| AAg FAAS TZ AAZE Al 71
4 AYel L B daljA gHHEkA| 7} et

o

(¥ 2) Z2EZY XY &4

O:secure, X:insecure

# | 00T | Nelaon | 19| 92
scenariol X X o] 0
scenario2 X o] @) 0
scenariod X O O 0

VI. 4584

6.1 ZigBee I{3lQ| X

ZigBeet IEEE 802.15.4 ¥eld A=l
PHYS} MACE Zdl@ 83t 1 Akg]ol] W=
3 A & ASE Aot ZigBee 28-S 1A
glt} ZigBee VEN A Aol A= 7]7] 7ke] Amal
7, dlele] A ANAE, A4F UESZ Jeef F
A 5 38 S8 A= T2 AR ASS
VIES A A 7Fe] dF A8 3 FH A9 A
E9] wleld HRE Aosla AAghc}

ZigBeeolA] HlolEl= zlo R Buljx|=d|
135 vlo|E ol3l2 FA=W IEEE 802.15.49
MACAHZE o]&-all4 ghilel] 123 nlo|EZA] Y3l
dele & 2 = gtk vpA] 12 rle] Bl A7l
Zo] Ar 4 FCS(Frame Check Sequence)s &
3 AFeRE T & e Al o
ZigBee A9 Fx&= v (27 16)3} 2}

[ZH - Qctatg]
5 1|55 8 8 | 0/variable variable 1
PHY | MAC | NWK | APS | Auxiliary
HDR | HDR | HDR | HDR | HIR

inc Encrypted APS Payload | MIC

(a2l 16) ZigBee m{Zle| =

5 ule]ES] SYNCx E8jAlE 5718}l gt 2
Eolr, PHY HDR(PHY Header): 1 Hlo]EZ
F4%th. MAC HDR(Mac Header)®] 7-9- 2145

= ZYsle s AEsks Zysl Aol (Frame
Control)) Z=, FHAFS Alolske Aldx HE
(Sequence Number) 2= ¥ F4:(Address) 2=
£ Aoght. MAC Zd92 vzl (Beacon) ZH9,
dloJe](Data) Z#|Yd, Ack ZHY, MAC #HH
(Command) ZHY & 4] £7E 7z Yt
o] 47128 =H§l F vz Ze e} dlele] =gl
ATl AE s A 278 29 MACAIZ:
Zre] Al ¢l A=tk NWK HDR(Network
Header)+ 8ulo|EZ wA =] 9lon ZH Y Ao
P} 4 P g oy e Pelg o F
A=), 2ute] E]l =H|§] Alo] J=& dlole =4l
ol w3 =Z#lelx] TRy, A Z2EF v
Arel elpElyl Hole] IEE HHE EIr)
APS HDR(Application Header)+ = A<
Feoh F4 Fer 7AE] ot =3 NWK HDR
o} v A 2 4w o] olARE 4 dEe A X
4] & 4 9k ZHY Ale] o 9le ZHY
ef3]e] M Hr o= dlolE] ZH|YE AXEE Fhol
E3E o] glon dele ZHqle] &} FAef we
A A=}t APS Payloade 7ZF k=9 A3t
ul2hd 7] ZigBee #FolA9] Key-Request ¥
3 =Yl Transport-Key %53 Z# ¥ £ =%
oA A=z AlekeE node-Authentication M3 Z#|
4], node-Request %# =Z#%, node-Response
HE ZH o AR E =idie S84 5
o] =AYl WA 2 s B Al ZREFRY B
AT oA £REE Hrls A} gl

il

X

6.2 ZigBee M3 m=|a

B ool AlokE s ZREZE 712 Zig-
Bee-2007 ZFollA AlAE =3 =Z# Y (Command
Frame) o|9]ol|& Aj23- %5 Z#sle] S5} of
ol 712 ZigBee-2007 FEFollA AlA= A =2 =Z3
Ao A L AZe] 87EE W ZAYES Akt
t}. Key-Request M3& Z#HJe] ¢ 7|& ZigBee
EoA AA=e] 9l Random number JE=wt
Z7kEgict AR 2 (28 17)3 2o}

[2H : Octets]
1 1 1 1 4 0/4 0/8
APS command | Key | Random Ausliary Partner
Frame control | APS counter ‘dentifier type | mumber random address
number
APS header Payload

(23 17) Key-Request Command Frame
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Transport-Key %% = A$ 71& Zig-
Bee-2007 ZEFollA AAEe] glo ﬂ% Random

number Z=7F F71E L AlY- e (13 18)
3} 7},
[2H : Octetg]
1 1 1 1 4 Varlable
APS command [ Key |Random
Frame control | APS counter \dentifier type | number Key descriptor
APS header Payload

(212l 18) Transport-Key Command Frame

node-Authentication B3 Zd#|]o| 7% Zig-
Bee-2007 EFS 7IHEe 2 AEA A=l AA=
glom AR = (23 19)9} )

[SH9 : Octets]
1 1 1 4 0/4
Frame control | APS counter 4PS command random number Auxitary
identifler random number
APS header Payload

(23 19) node-Authentication Command Frame

node-Request B& Z# Y % node-Response
W Z9le] A ZigBee-2007 EFS 7|Hlo R
‘Hiﬂ] Aol=|o] AA= o AF Bx= 22 (2

& 6.5)9F (23 6.6)3F 22,

[E9 - Octets]
1 1 1 4
APS command Source
F trol APS t
rame contro courer 1dentifier Random number
APS header Payload

(22l 20) node-Request Command Frame

[ - Octsts]
1 1 1 4 16
APS command Source
Frame cantrol | APS counter identifier Random number Data
APS header Payload

(22 21) node-Response Command Frame

7 Z¥ 99 Random number ZE=E A3}
‘/]":’12] Hxgl =¥ #le](Frame Control), APS
7€ (Counter), APS ™32 (Command Id-
entifier) ZH YL 7|E ZigBee-2007 FolA] o
A&k A3 FYsltl. node-Response ¥ =Z#|4)

°] Data & w3k ZFolA] A% 73 o] W=
/\hﬂi .;Jcoﬂ ,]T‘_jﬂ. ) ( 5 %

6.3 HUZ| ARE 4SEA

B =olldE ZigBee-2007 % WA ¥ Yuk-
sel-Nielson ZZEZ AgF TIZ2EF 1, Aot =&
EF 29 oyA] £REE o] 43t At ZR2EZI
Ao A ovA] &2RE&2 TC, ZA, ZB
7b7ke] ZigBee krof thalx] EAslel o] e
AL (5, 6)ol4 243" ATRF230 & 7|52
Al ATEA ZigBee & 7Fe] wAA] 4
o} Aol& 7Fo R U] ARES FAFI A
&
o

O

A 7 el FHEEE A 2.4VE FUs)
Receive(Rx)¢} Transmit(Tx)<] A IRX
ITx)= Zcta 7pAghel, wgk wAjx] AE 2 54
o £8FE oUA] &mgo] AR A7| wiel ¢
dwe]FE T3 duAl= T (I EE A
F3h= dlell &85 A= 800 ~ 1000 7H9]
CPU H#o & s8ste to 4285 E duz|e} &
A3k (10)) (5)ellA A3l TRIS wlo]e] A EellA
HAE 7S 7)o 2 ATRF230 HolAe] RX, TX
2E 7|7k FotellE 17 mAS AFE AHE3e &
gt} w3k 7 =9] 9l9= 3.2 dBmog Fdaby
G T 7hol] fAFejo} = AL 7 TR
°ﬂ upe} gepric), wkef g kvl WA E 2l A
Y xe= dArc g Wity wiA AHE A
CCA(Clear Channel Assessment)Z $3&kc}.
CCA #ZEA1712 8 symbol (16 gs/symbol) 53t
22 Aol Hct (6)

(Z 3) olx| 228 Athol| o|2=l= 7=

1% ek 9]
S e A v
1| Tx== etel dA AR 2vlEF 3 A

(z}9) = 3.2dBm)
t w412 A2 A7k sec

kel AgRez wiAed AZshd, WARE A
S8}, WAR] )77k Rx/Tx = AbellAe] =
2] Z4n|A7Ee 8w ZigBee 3 (b=250kbps for
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ZigBee 741 A4 U ESF 49 kg 7]

o) ZREZ

ATRF230)9] bitrate (kbps) ¢} wlA|A] Alo]==
S fEEL odE Bl HwAR @7 k=12
bytesel™, wAA&] H2JA7k tk = (k x 8)/(b
x 1000) = 0.38 ms¥} v}, L vhs HE7|7 53t
9] oA A2E ETxe (£ 4)9 o} (5). &, &
9] ool Hgs Bl 2.4V x 1.7TmA x 0 38ms =

15 uJ 2= A9E Qe 5 ek o (E 5)E o
YA 288 A F oA Al ARk Akl o] g3
55 Aol ¥ Aol 4 x, v (xy) WA
oz Fau y MAAE Aehd] 2w

(= [AIX] &2| AlZtof| ol2=lEs 7=
715 dv
Rx A B
Tx ZE ne
. A BEolq AFEEL
Ry/Tx 218192 ps)
AF REofi] fARER
12192 ps)
receiver A7) A5
sender Ag7) A%
ack Acknowledgement
Key-Request 7] 84 v AA
y | Transport-Key 7] A% wAA
AuthI;?l(tiiecation we A2 A
node-Request rr 37 8 vAA
node-Response r gz7] S5 WAA]
(2 6)e ZigBee-2007 ®%F WA, Yuk-

sel—Nielson IREZ Aot ZREF 1, Aot T2

F 24 WE TC, ZA, ZBY & A$A7) ttotal
01] EH?& AR ol e}, WA A= Al Aol el Al
] RxEFE Tx =g Aol (192us), ACK
HAA (ACK Z7]: bbytes)7} doz Huyxt}
(5). AF IRx = ITx 2h= 7H4 3ol SR04
ARGl e A oA AA oA B &
BES FARE FoF ANlEE Ao RREH fk

td
(e i Il
lo
2
01->4
Y
>
N
=2
=
=)

[i 6]94 Hog 3 ASALE 77 5 Agel o
2RE AR (E 4)ef tislste] A5

(

kI

6

)

Z2EZ0| w2 ZH =9 X Azt

a. ZigBee-2007 EZ WA

ttotal_TC

CCA) + (Rx/Tx receiver) +
Rx Key-Request) +

Rx/Tx sender) +

Tx Transport-Key) +

Rx/Tx receiver) +

Rx ack) + (Rx/Tx sender) +

Rx/Tx receiver) + (Rx ack)

ttotaLZA

CCA) + (Tx Key-Request) +
Rx/Tx receiver) + (Rx ack) +
Rx/Tx receiver) +
Rx Transport-Key)

ttotaLZB

CCA) + (Rx/Tx receiver) +

(

(

(

(

(

(

(Tx Transport-Key) +
(

(

(

(

(

(

(Rx Transport-Key)

b. Yulsel-Nielson

ttotaLTC

CCA) + (Rx/Tx receiver) +
Rx Key-Request) +

Rx/Tx sender) +

Tx Transport-Key) +

Rx/Tx receiver) + (Rx ack) +
Rx/Tx sender) +

Tx node-Authentication ) +
Rx/Tx receiver) + (Rx ack) +
Rx/Tx receiver) +

Rx node-Authentication) +
Rx/Tx sender) +

Rx/Tx receiver) + (Rx ack)

ttotal ZA

CCA) + (Tx node-Request) +
Rx/Tx receiver) + (Rx ack) +
Rx/Tx receiver) +
Rx Transport-Key)

ttotal ZB

CCA) + (Rx/Tx receiver)
Rx node-Authentication )
Rx/Tx sender) +

Tx node-Authentication ) +
Rx/Tx receiver) + (Rx ack) +
Rx/Tx receiver) +

Rx Transport-Key)

(

(

(

(

(

(

(

(

(

(

(

(Tx Transport-Key) +
(

(

(

(

(

( +
( +
(

(

(

(

(

c. Mot Z2EE

ttotaLTC

(CCA) + (Rx/Tx receiver) +
(Rx Key-Request) +

(Rx/Tx sender) +

(Tx Transport-Key) +

(Rx/Tx receiver) + (Rx ack) +
(Rx/Tx receiver) +

(Rx node-Authentication ) +
(Rx/Tx sender) +

(Tx node-Authentication ) +

(

Rx/Tx receiver) + (Rx ack) +
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(Rx/Tx receiver) + By om0
(Rx node-Authentication ) + comsumeer
(Rx/Tx sender) + e N
(Tx Transport-Key) + 20 oo
(Rx/Tx receiver) + (Rx ack) m 1
ttotal za = (CCA) + (Tx Key-Request) + .
(Rx/Tx receiver) + (Rx ack) + o —
(Rx/Tx receiver) + 100 ’
(Tx Transport-Key) + ol
(Rx/Tx sender) + | T
(Tx node-Authentication ) + O gBee7  Yued  mermmem merzzem
(Rx/Tx receiver) + (Rx ack) .
teotal z8 = (CCA) + (Rx/Tx receiver) +
(Rx node-Authentication ) + (a8 22) ox| A28 Hs2M Zo}
(Rx/Tx sender) +
(Tx node-Authentication ) + }
(Rx/Tx receiver +Rx ack) + w3 oo k= o o] A efuA] AR
(Rx/Tx receiver) + R EZO HHE 53] 350} u|# skt o] 2719
(Rx Transport-Key) el 1709 TC =& 20709 =9} 1709 TC2
e =5 ASOINE B ¢ 5 sleh, FHHOR whEA =
: = = = 23 =z % o 5
tiotare = (CCA) + (Rx/Tx Receiver) + =2EZ ol 2 A oA £eEE 4] =
(Rx Key-Request) + oF 170e] TCZEe] WEAQl LR e o mE A
(Rx/Tx sender) + A A AnEE F3o] 7lesit 449 Z2E
(Tx Transpo_rt—Key) + Fo|| £285%= AA oA 2ws9 A= ke (2
(Rx/Tx receiver) + (Rx ack) + - L
(Rx/Tx sender) + 23)3 2t
(Tx node-Authentication ) +
(Rx/Tx receiver) + (Rx ack)
ttotalza = (CCA) + Tx node-Request) + 500 Total
(Rx/Tx receiver) + (Rx ack) + 700 s
(Rx/Tx receiver) + 600
(Rx node-Response) + 500 ass
(Rx/Tx sender) + 200 |
(Tx Key-Request) + 200 | u Total
(Rx/Tx receiver) + (Rx ack) + 200 |
(Rx/Tx receiver) + 100 |
(Rx Transport-Key) 0| ‘ ‘ :
tiotalzs = (CCA) + Rx/Tx receiver) + Zighee2007  Yuksel  goimzEZIFUEREZ
(Rx node-Request) +
(Rx/Tx sender) + (22 23) Zzte| Z2EZ0| 228 MA| ofjux| &
(Tx node-Response) + e
(Rx/Tx receiver + Rx ack) +
(Rx/Tx receiver) + )
(Rx node-Authentication ) olgfgt IA-& nH F3FE A9 oA LnES
£LETE 1 Sl oo 405 oA g
(E 7) oluix| 208 H524 23 o il Hek =5, 10, 15, 202 A9l 22}
- (@41 ul) x2EE Sl e A diA KuEe o (2
- AR leg(ﬁ)(;e El.lklself Aok | Ao 3 24)¢} 2
rT - ielson - ==
TC 195 288 317 216 Aoiael B Ak £39 TC, 74,
n 50 160 203 | 237 ZBelA 9] o qx] Amgol thalt AxE o = 914l
= = ST o° 10—
ZB 120 | 202 | 202 | 197 o TCE 7IEeR At 2EEE 1S Zig

Bee-2007 EFd= 122 uJ9] o= £2&2 A
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8000 W Yuksel

"HozzE
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6000 - 21
22
4000 -
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n=5 n=10 n=15 n=20

i

(2% 24) n = 5, 10, 15, 20 &<

o|7} WYAIRF Yuksel-Nielsond] A9t Z2EZ 3=
29 ud Fol wrel A skl ol 7|E Zig-
Bee-2007 EFo41} Yukel-Nielsone] #let3isl
Z2EFHrl f Heko] Fojd T2 EFS A8
Aeol® oA LR E Z 2po]7} A U5
< om|giel. BoRA 7HsE e Al wiAA A2
ol9} ZigBee k& Zbol| Fanb= wWAA|9] 7} &
ojylz|ut A Ao 7 ZigBee k=9 oA Anf
ol & s vIAA W) VAR Al =

EF 2% ZigBee-2007 xF3} 21 uJ Xyl 2}
o7} A @om o] ZREZY HSoE TCE 7|
22 Yulsel-Nielson #lgt ZR2EZ R} o]
Zngo] Iofrl ZA 7|FelAE= 97 ud A& A
o]5 Ho|7]= sAut TC9 ZB 7ol = oy~
AEgo] drks A& & F Qv At ZREF 2%
At ZR2EZE 15} "RVIA R Bt ] S 919
WA Aole} 7} FolydAul AtE L2 EF e
oA] LRgolA & Aol7} 1A ¢ghS ElF

% algdet,
Vil 2=

B =Fo| A= Yuksel-Nielsone] ZigBee
GAM Vel sl 7] Eel ZEZEZY] FA
AA B 2] AAF 7] Fu] ZEEF] 7] H]
718k g4 Adds Ak gk He
Aol Yale 1E50] AAE TREZo|E Z2E
NAEH= ZigBee kol tigk Q157]50] A3
53R 7] wtelsich, o] & 7ukes 2719 A=
7] wl ZREZS A ska, 37HA9 FF A
25 /S 2 =l Ak 2709 7] el =

o Rkl

LT
B oz ofd o my

ZEFo] kS il AR Yuk-
sel-Nielson 7]®¥3} £ =4 A 2o] A|AF 27}

o] Algt TREZE| gk 84S oux] Lns
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