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ABSTRACT

In this paper, we propose an effective Behavior-based detection technique using the frequency of system calls to detect
malicious code, when the number of training data is fewer than the number of properties on system calls. In this study, we
collect the Native APIs which are Windows kernel data generated by running program code. Then we adopt the normalized
freqeuncy of Native APIs as the basic properties. In addition, the basic properties are transformed to new properties by
GLDA(Generalized Linear Discriminant Analysis) that is an effective method to discriminate between malicious code and
normal code, although the number of training data is fewer than the number of properties. To detect the malicious code,
KNN(k-Nearest Neighbor) classification, one of the bayesian classification technique, was used in this paper. We compared the
proposed detection method with the other methods on collected Native APIs to verify efficiency of proposed method. It is
presented that proposed detection method has a lower false positive rate than other methods on the threshold value when
detection rate is 100%.
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3.1.1 Linear Discriminant Analysis
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AHEEE o gl wmEbd, 571 singular7t He A
S Fabr] YA, sW Rl 89+ ar (I = Iden-
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4374, Pseudo-inverse based LDA(21)E A}
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AHgs717F =t
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3.1.2 Generalized Linear Discriminant Analysis
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WT:A;'., 5 :rank(Hb) (12)
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3.1.3 k-Nearest Neighbor method
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ol ARAIA 1214 Ellolel S 78 F, 134 dlolH
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)(;:E[;;(,l"l+”h2) (23)
X, =X, x| clx, 5,
X E]mX ml+n,2) (24)
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1219 A1 dlolel (v, )& kNN 7% o]8-3f
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FZ2 euclidean distance® AHEETH 54 4,
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2749 frequency property 7% ol 7P} =&
B2 g3 & 0EHg-S- wal Alock Sharma 7} A
okt &4 71l SRBF(Smooth Radial Basis
Function) (15) ¢} v]aL #A43}e] | 2 =4 At
g oty = '] 7Y S-S HSERh
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4.1 4
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£ =l eAERs delde WE]A 7t )
olel7} ok, 7d® FAEelA dzEs}
o WA 7] dlo]E R A3 el tlFE ]
ES=E P da, a5t U EN AR FASe
AgE 8stolct. &4 mdo] 455 vl #4381
7] $lste] (23 13} 22 sellM AgS zlesis]
.9 Zeek A F=29] Native API dlolel &

3l7] 998k Windows XP SP27} AA5l 3~
TFAsIATE EAE 4l 7o) Aulkd 4
FIEo| IAE (& oA Z=o) 3

rlro-\n‘ﬁl
. 2
fu

32 fm {x L
Y
=
=

ZEE E~E Native AP 2:217|

Qzlo] FAtsls FaEo|T)

Ao A AHE o}A] FE=E Offensive Com-
puting(25)ellA Alg-she= ot T At
classic virus, network worm, trojan 2 vlof
g o] Z=E "A el A8s] A
Kaspersky lab(26)e4 #A|1g3te &5 715 &
Aste] 243709 A ZeR A, A Z=
+ Internet Explorer, Acrobat, MS WORD,
HWP 5 8470 = Agslodet. d=§ 3604 5=
sl oA Frol Ak Fosl w7 Native
API dlole]g 383t} 282 Native API %
A8 Na= F 4687K0]ct.

4.2 HOE & d

oy Frel A Froa WA7|E Native
API dlolelE A3zl $lsi4 IDT(Interrupt
Descriptor Table) #1*d dlele] 7}2A47] 719 (27)
< o]ggit} IDTE LEHES AHesled AHSH=
glo] o]t} o] QBRI E Ho]LelE LRAAT} AlA
g 5 AN o Aesle FRO Far) AAE
o] it} o] FAaF WA ol gk ARE S
o 7}2A 4= itk IDT 7 dlole] $7) 71%& Af
43bd Native API dlo]e] & 454 =i AJ2H
o4 EAtela gle RE ZRA 2] YE ARI) 7
25} 5 Z=9] Native API dlo]e] & F&3)7]
Qske] s 2o Z2Alx [DE £/ =2
A~ IDZ ¥7% Native API dlo]e]E 7 Native
API A4 ¥ HE2 At Ae)d vlxss o
Al Zb zrA2- R AApsiEicl & oolee] thee
A& AR}

7Z47e] process i 7F A 7= E£4 dlolHE g,
2} sta, AA APIE m7izk 844, j WA Native
API o] HI=s5 ol =(a;,-a;-a,, ) 2k 3P, 5318

A dlelel

X= [(L‘l, ...,:I;H] = [,Ylﬁ)(2]Ej'rrb><(n1+n2)7
0 <a; =< 1

(28)

74 ek, oluf, oM F=(X)) ek A ZE(X,)el o
g dlole] M7} Z2b i, n2 olth, 4241 (28)olA
AHEEL o= oIl Atst | Fsolnt. & 7 pro-
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4.3 &8 21t
B E=ellA] Aljke AAE AAHE 7S] S8t
o] Native API WXRHS o]&3lo] kNN #77]

2 E373 A3} Native API 1E42 A3 3
GLDA A7 71 443k do]e]E& kNN #7712
e Al skl Zbzt §A] AE a4 vlas)
gttt kNN #77]12% Weka(28)elA A3l &
F718 o83kt k #2 3¢l A=E T3l 3
% 2% Euclidean distance ¥x8]&S A3
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