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ABSTRACT

One of the OSI 7 Layer DDoS Attack, HTTP POST DDoS can deny legitimate service by web server resource depletion.
This Attack can be executed with less network traffic and legitimate TCP connections. Therefore, It is difficult to distinguish
DDoS traffic from legitimate users. In this paper, I propose an anomaly HTTP POST traffic detection algorithm and http each
page Content-Length field size limit with defense method for HTTP POST DDoS attack. Proposed method showed the result
of detection and countermeasure without false negative and positive to use the r-u-dead-yet of HTTP POST DDoS attack tool
and the self-developed attack tool.
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expect_exit = FALSE:

packet = receive packet():

if( packet == error ) return:
first_packet_size = packet.size:
/A wA AR A7

packet = receive_packet():

if( packet == error ) return:
second_packet,_size = packet.size
/] WA A7 371

packet = receive packet():
if( packet == error ) return;
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if( first_packet_size ) max ) "HTTP POST DDoS"
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VA I B A e B I AR M A
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expect_exit = TRUE:
}
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HAZFE = 800byted] HAE AEAow AM=E
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A &sfol oml AQket 371 & AEA A 9 A
oA FAs = Afels (2 11)3 o] E9o]
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A

18 emet preol B HOX ZAE = ST Windows el Eplorr =18
@O+ e /2101y ~[e] x [ £ a9 5 |
% 8120 |35 B =1 Moi=
Dez s fi- B -0 @ -  HNe- 9ue- S0~ @ 7
http/192.1680 FYCRIECEEEY) - Ruoow -
(3 11) ¥ My HE 27t 5
5.3. HIE& HTTP POST Eczi= EX L12|F
EEE
A A ARATE (2d 12)9) 2] 34 EdY
= 3 A o] Fell= A % ARt} felEA] %
Sheh. @A) el Ze 3 o] falslde o 1
A7) 713 2 A Aol Gasiel fsige

siae | @FAc EXE] BA% AR NESS | 4
MHIA 7% | 678 | HTTP POST DDoS ATTACK 192168110 192.168.1.187http 3 et
= 678 HTTP POST DDoS ATTACK 192168111 192.168.1.187:http 3 Xt

678 | HTTP POST DDoS ATTACK 102168112 192.168.1.187htp 3 et

678 HTTP POST DDoS ATTACK 192168113 192.168.1.187:http 3 Ret

678 | HTTP POST DDoS ATTACK 102168114 192.168.1187htip 3 At

678 | HTIP POST DDoS ATTACK 192168115 1921681187htip 3 et

678 | HTTP POST DDoS ATTACK 19216816 192.168.1187:htip 3 A

678 | HTIP POST DDoS ATTACK 192168117 1921681187 http 3 et

678 | HTTP POST DDoS ATIACK 19216818 192.168.1187:htip 3 e

678 | HTTP POST DDoS ATTACK 192168119 192.168.1.187http 3 et

678 HTTP POST DDoS ATTACK  192.168.1.20 192.168.1.187:http 3 XHeH

678 | HTTP POST DDoS ATTACK 192168121 192.168.1.187htip 3 xe

678 HTTP POST DDoS ATTACK  192.168.1.22 192.168.1.187:http 3 Ret

678 | HTTP POST DDoS ATTACK 192168123 192.168.1187htip 3 At

678 HTTP POST DDoS ATTACK  192.168.1.24 192.168.1.187:http 3 AHEH

678 | HTTP POST DDoS ATTACK 192168125 192168.1187htip 3 A

678 HTTP POST DDoS ATTACK  192.168.1.26 192.168.1.187:http 3 gt

678 | HTTP POST DDoS ATTACK 19216827 192.168.1187:htip 3 et

678 | HTTP POST DDoS ATIACK 192168128 192.168.1.187http 3 et

Al A 7{ = 678 HTTP POST DDoS ATTACK  192.168.1.29 192.168.1.187:http 3 RpEH

(3% 12) ALzl 1 BFXI/ARE e
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-300
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(38! 13) Aldz|2 1 Eefg Fol

JEl3el 3HI= =38 3Z% Chazt AESls  AH
HHIAZA% | 678 | HTTP POST DDoS ATTACK 192168110 192168.1187http 3 e
MHIAZAE | 678 | HTTP POST DDoS ATTACK 1192168111 1921681187htp 5 T
HEA AR 678 HTTP POST DDoS ATTACK |192.168.1.12 192158.1187http 6 et
MHIA A% | 678 | HTTP POST DDoS ATTACK 192168113 1921681187htp | 10 e
MHIAZAE | 678 | HTTP POST DDoS ATTACK 192168114 1921581187hitp 3 He
B2 7% | 678 | HTTP POST DDoS ATTACK |192168.115 192168.1187http 8 Rias
HHAZE | 678 | HTTP POST DDoS ATTACK 192168116 1921681187hitp 6 He
HEA AR 678 HTTP POST DDoS ATTACK |192.168.1.17 192158.1187http 6 et
MHIAZA% | 678 | HTTP POST DDoS ATTACK 192168118 1921681187http 9 e
MHIAZAE | 678 | HTTP POST DDoS ATTACK 1192168119 1921681187 hitp 5 e
B2 7% | 678 | HTTP POST DDoS ATTACK 192168120 192168.1187http 6 Rias
HHIAZE | 678 | HTTP POST DDoS ATTACK 1192168121 1921681187hitp 7 He
HEA AR 678 HTTP POST DDoS ATTACK |192.168.1.22 192158.1187http 5 et
MHIA A% | 678 | HTTP POST DDoS ATTACK 1192168123 1921681187http 3 e
MHIAZAE | 678 | HTTP POST DDoS ATTACK 1192168124 1921681187 hitp 7 e
B2 7% | 678 | HTTP POST DDoS ATTACK |192168.125 192168.1187http 8 Rias
HHAZE | 678 | HTTP POST DDoS ATTACK 192168126 1921681187htp | 10 He
HEA AR 678 HTTP POST DDoS ATTACK |192.168.1.27 192158.1187http 6 et
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