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ABSTRACT

Open and Judge in group signature schemes can be brought into the management of misbehaving users. Unfortunately, when
Open and Judge of a certain group signature are used into another group signature that adopts the same linear encryption, they
are not suitable for processing exceptions due to well-behaved users. In this paper, for all group signatures based on the linear
encryption, we propose and discuss new Open and Judge that are suitable for processing exceptions due to well-behaved users.
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"Hi—h Open} Judge®l 3}
Joll BalA Ao} VAR o]

. LHFI|
2.1 &AME N
72413 A3 (bilinear pairing) ¢:G, xG,~> G,
T =8 (cyclic group) G, G, 919 27 &
42238 3 £33 6,9 & Y2xE Fahe
(map) o2 oh3t 22 AAE Zert
e bilinearity: =€ ¢,€G,. 9,<G,} a,b<Z0l
A, elgl.gh) =elg;.g,)"01E},
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° JOiIl/ISS' ulh;ﬂ/ﬂ :ﬂ]-a];q. ,_Z-h‘s]- 1% —'FLH
Qo] WuA] QA (Ee 18 WIS A4
gt} Joind AHEAP} Isse WWA]l Ae]Ab7)
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e GVerify: 2% A% FE4S Falg}

e Open: JHF 4 A2 g9 AA7]E ol
sto] Ao g el ARgAle] AHztel o1 A
Aol EntErke $AE Tt

e Judge: Open A¥¢ fFEAS Falgh)

(2,3)3 & 25 A9 71 S AAE o,
AL AzE kastsly] flste] A shss)
(linear encryption) 7|W% o]-g3tc}. A8 tas}
714 DDH(Decisional Diffie-Hellman) <4
7F oA 92 1EelA IND-CPA <H3t=s
AAE dsst 7eR erf(order)7t &5 pal L
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A8l S ojulsle], BSZ05 =de] oH
AL o AATE A7 A IS4 EE
7] 5% EEE VA RE 74_"‘%_7} FoIRE
W] o Adg oulght. MMO06™e] CPA-
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o—MMO06,Sign (gpk, gsk= (A, Bx,s,q) ,m)
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Tep(v)™, T AR De(wh® )’
Dy—(Bu(v)* )’ DY Re—h ™,
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0"*(711, 1, :Ié,Dl,D2,0,81,82,83,8,1,55,SG)
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n—(pk;, sig, B.x,8,X,, X,,¢,5,,5,)

0/1<MMO06.Verify (gpk,m,o)

if(e(73,D,) #e(g,,D,)) return 0
Eﬁhslwm/ch y]zﬁh&s(&)h(;)stf# 56
B () T; R (o)) T5
if(c=H(R,R,,R;,R,,m)) return 1
else return 0

/D; .

0/1<—MMO06.Judge (gpk,m,o,A,7)x

if (Verify(pk;,sig,B) =1 OR

e(A,wh) # e(gl,Bﬂ({))‘*) OR A= 'Z;/(X1 . Xz))
return 0

RT3/ R T2/ Rt R

if(c= H(R,, R, R, R,)) return 1

else return 0
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3.2. Makita-Manabe-Okamoto-060{|A2] Open
/Judge?| O3}

3.2.1. 2HM0| F A== Openfudge

MMO06™-& A8 <53 7|HE A8,
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5 AH 7ol 2F 3] (wohu,w) EG,,
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w=h", ug' =" =h 9} 2L HA | o] pE G, =
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g =vh)elth HFHORE MWL ¢=(7,,1,1,D,
DQ.,c,sl,sQ,sg,s,i,sS,86) o} 2 HElE A2 Q). o
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return 1

else return 0
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slel= A28 4 sl A Tl 2 ek

=, MMOOGeIA 714ake A2k WAl el
ool ais] WA 1EH WAE Lol e
Al olelat TAAIA oI FHa WAl
ofal ofm AgAtel WA Q1FAS A (4 Ba.s)
7 essickd, AN AFA B M 24
Al (28 209} o] A ALSATL ANY mE
= A—]Uﬂ KR 7‘2—]6]— o]r/]_

(23 2el4 FARR:

M

1) MMO06< 9 Hd7le (1/¢.1/8) 2 AHsht, o]
EEAAE (¢.6)9 2 A3l

o7l Wil el D)% e (D7), Bu(v)')
e(T/A.D)E 274 T8kl nlagreza], Foial A
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A71A (D)) = g (((wh)?) ) =

DR ) = 9(0) = ()’ =(g,) o0t w2}
A MMOO06°14 Openell & (4.Ba.s)7F =22
A% A AuAe] BE 2§ WSS Wy U

2ol Al glolA] T o]Ake] olwAL ZA| et} 3
otk & MMOO06eA= o3t 25 Aol 8t

il Openﬂ“i A 12 Aol ALeE wWHAl Q1=
A HHEA] EEE ofo) gt}

3.2.2. MMO06<2| Open/Judge2| ~zt

MMOO06°4+ Open?] Aol e} wtAsl= ¢
oF 7k ool e e 53] aelEa A ¢l
2] 2F AHelA Opend AABHA] 2 A
2kl gk Zlow el welZoli 9ly] wiiEel
MMOO06ell 513k AlF o] le AL ohr}. 22
v o] =tellA] aejsh= Openol o4l AHE- 753t
WAl dEME Yeilde MMO06¢  Openzt
Judge tha A= ot dart gls AoE B
oleh, o]& $lste] MMOO069I4 W& Open/
Judge?d| A& ARE3H=A] ofsfsfokst o]},

¥ Ha welzk= Open #AA ¥ H4)7]
(e.,6)°1 Walx NIZK(Non-Interactive Zero-
Knowledge proof)& &t (R, =¢) R, =g, .

=H( R,R), s =1 +(£1,82:7‘2+c£2}°] e 3
gt} o= ekHAde] Fi] ASEe de A
= NIZK WAE o5 A7) ¢ 9 g0l dsix 27
SHAoE S Zler, (4.¢) dele A
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dol= Adshs AR (6.6)F ol8shA] AL A3
o ez AAAE TFeAdel sleka Akl
o Av7] g9 ¢ NIZKe] 22Fsp] P& ol
% shhz Judged RSk R 9] Aol AHEEE wsl
v7b Al A AR £ 7] Wl R 9}
B, o ARl AHEE = X 3 X, 9] ASelle S
/qxq ol Hof AAE 3w 2w} 7] wlzHe} 5 7} s,

£ (6.6)°] NIZKe} 3shaL 9laL e & ol 538kA] -
6}71 wiel, (x,R)3 (X,.8)E 243p7] 95 A
A" oA, r3 RE V2] AR Adshd
X3 X, 5 AAkskE AAelA e 3449 gloldt. w
2 X AT/ R)I Xy (T Ry R AT
R =T7/X{3% Ry =17/X;<1 WA} ARsles @
- 91% ol#ldt x, 3 X, dsjA A= 17/(X, - X,)

—|—4

.‘_4

2w o] SlahA, AR
Q17 glsks o] 714
ur X, 7} R ek

Aoz x,7 X7} ( 2

Fald 4 glek. 3R WA
N glemz, e(n/(X, - X,
o} Zo]l 2% I F ] wE o]43te] FF3)

=% 3o} gl

—w( ( ) )“‘””)"d% 5—}‘{'}5% 5 ‘}}1. A3}
(&

4] ﬂ%ﬂ “46371 vE 4 gleh el Wig e Es
B A ape] oo Awg FANT pkok B AW
sigE F7HHE TS (Ba,s)7t FAAL &38|
A FHEE AR AAEA dgkES Bl
B=A"" (w2, FAAL FANE AR 7
R, Wof A== 425 AAbEd 5 9lek. o]
<= NIZK¢h= 3A7) §la 282 25 A7 71“139]
B]HA A (non-frameability)®] FHx wjie] 2

g Zlo]tt,

3.2.3. BBS04=2| Openz} Judge2| O[4

BBS04= MMOO063} th2A A= e] ZHol7} &
B oz}, el QA4S 6, olH $Aa] W

o] MMOO6Xct 2402 Fatghcl, w}am 2% A
o] 34 el 9lelx BBS04°] A2 weE 1t
shet. shx| b oA o] =ellM wEEdd 55 2
o4& BBS04E AH-E S 1S AXE xmalt)
vshH BBS04 Al 2% Opendt Judges #l-3}
a1 9A 947] wiEelt}. et MMO063 BBS04
= ]

|

Tolgl A3 oFF RS AFLE T 9l 1% AHE

o]7] W&o, MMO06< Open¥ Judges BBS04
o BEE A vy ofFHA| oA A 9t

A)e] BBS04oll= Judger]so] $17] wiiol vHA
AL 98 8= oot gl

o]= 7 BBS04¢l| Open/Judge 715°] A7k,
i%oﬂﬁ aEslge S8 Ao A S gle

g F4AL 3% 4 gldh zEv BBS04+=
MMO062] Opene o438 7% 73k Fx315A4 0]
7] Wil 9y ASA (42)7F BF xEHo)
WA QS 2E2EHW, OE ks olE olE
sle] fFag A AT 5 7] Wt 2 FA
WA QISAME H7lslof gt o= AR AL
ﬂfj’]‘ IL]‘E_X] Lzs

w2bd MMOO06<] Open/Judges BBS049l] A}
L=, o] =dlA sk 58 A oA A
3] Erlssich. ulEbd BBS04E $ls8 &
Open¥ Judges AAE7}, ofvw BBS04 #}A)
£ I 54 A AM-S Aglsledof gl

IV. ARZAL AYXIEE =&5l= ME2 Openz}
Judge

4.1. YAl ALEA

I8t Openz} Judge

oAby} & o]frellA MMO069 Open¥}
Judgev #RA1¥TE O]"/]ﬂ‘ BBS0494 % AAFAal
AREARS] B3R 9 Lfole AME S A R
t} duirlow % 1‘?5 1M oA ALERpe] A1z}
dohlfitti= ofuli= AR} WS ol A
A= 2 glek. o] gk &3l ou|o A o
gl ofgh AlEz-S dollichk= A2 2 Open
3R] ¢k 2 Aol disle] Aol wmEH Zl2 o}
yrch 8ol ue} Opens & 4 93, 54 25 A
o] AlgA} Az} 2E2E = AR g e

o

ot oft
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(4,7)<—0OpenHU
(gpk, ok = (&@)mzf*(Tl,TQ,T =)

AT/ (T - 1), (ryyry) ({2, ),

X I Xy I R 1] Ry 1) Ryl Ry ™,
C—H(X,, Xy, By By By, Ry) sy +§y
WH(Xl,XZ,c,sl,sz)

Sy, Ty,

0/1<JudgeHU (gpk,m,c, A,7)

if (X;=1O0R X,=1OR 4= T/(X, X))
return 0

EHTG‘/XC EHT”/X” 1~E<—hs‘/u”, ]Egh“/v”,

if (c=H(X,,X,,R,R,R,R,)) return 1,

else return 0

(08 3) AS ARBAE I8t Opent Judge
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