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Research on Multi-precision Multiplication for Public Key Cryptography
over Embedded Devices*

Hwajeong Seo,* Howon Kim?
Pusan National University

8] B9) A rash 2RE A FaAman Do) st
ABSTRACT

Multi-precision multiplication over public key cryptography should be considered for performance enhancement due to its
computational complexity. Particularly, embedded device is not suitable to execute high complex computation, public key
cryptography, because of its limited computational power and capacity. To overcome this flaw, research on multi-precision
multiplication with fast computation and small capacity is actively being conducted. In the paper, we explore the cutting-edge
technology of multi-precision multiplication for efficient implementation of public key cryptography over sensor network. This
survey report will be used for further research on implementation of public key cryptography over sensor network.

Keywords: Public Key Cryptography, Sensor Network, Embedded Device, Multi-precision Multiplication
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2.1 ATmega128 8-bit processor

ATmegal28< 8-bit processor®4] 7.3728Mhz
2 A3k} 22 g8 128KB EEPROMe A#
=Hw dloje] wWrElE 93] 4KB RAME Al-ggct
(10.11). ATmegal282 #8=3l RISC F22A]
32709 #HA~E& 7}2Ic). oheFdt instruction set
< A3t d3le A4ks 3802 FA3= Flo]
7Fssleh. (2 1) ATmegal28¢4 AF87)s3t
Instruction set= “iepch Axfel] gk A4
E2]97] ad4te] A5 vl Re]el tigt A TS Al Esof
317] witell 2 clock cycleo] Ax=lv}, #HA|2E] o
gk Axke] 7% B Z8A <l dabe] e E 1
clock cycleol] <dxte] s=aixic),

2.2 MSP430 16-bit processor

MSP430-2 16-bit processor®24] SMHzZ %
z2tsle] 48KB2| program flash memory$t 10KB
o] RAME A3ttt & 12709] general purpose
register® AlF3le st=go] 7|uke] FAladste] 7}
o3t prime field AelMel FAel felshch
(12,13].

(% 2)&= MSP430 AellAe d4Hs vepic
ATmegal2814 ¢} Fd3}A v me]el] thak H A
o Hr}t we Ry} ango wEhA HA2EHE F

(Z 1) ATmega1289| Instruction set

A 37 5 #clock
1d R, Y Re(1) 2
Load from Y ld R, Y+ Rd<—( V), Y<—Y+1 2
ldR, Y+q R{f—( Y+q) 2
st X, R, (X)R, 2
Store to X -
st X+, R, (X)—R, X—X+1 2
Copy Register mov R, R, R<R, 1
Addition of the register add By, R, R<—R +R, 1

Ry 5AA 2728
R, 794 HA~H
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(£ 2) MSP4309]| instruction set

W 7] ol #iclock
mov R, X(R,) (X+R))<R, 4
Loadto X mov @R, X(R)) (X+R)—(R,) 5
mov X(R, ) &label (label)—(X+ R, ) 6
mov R, &label (label)e}fs 4
Load to label mov OR, -+ &dabel (label)—(R,) .

’ R—R +2

mov QR , &label (label)e(lifg) 5
Load to Register mov X(R,), R, R —(X+R) 3
Copy Register mov R, R, R<R, 1
dear Register dr R, R<—R DR, 1
add R, R, R<R +R, 1
Addition of the register adde R, R, R—RA+R+C 1
ade R, ReR,+C 1

R, BAA HA2E, R : 294 dAXE, Xlabel: 23 T4
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+= clock cycleo] @bz}, WA registerd &

#E vigl Eeebd 8= indirect HW"M

registerellA & vl2 BojeA = Afo] A

clock cycles 283 5245 4% = 9l= A4
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71] EAstE T4 AT WS vebdich 71 Bel
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2.5 Mul

ATmegal28 AlA ZEQ H$ole= FALS ¢
instruction® 24 Mul 4 Algg}. &g <
AR T 709 8-bit o] HAIZE M e 2 F
FAE Y3t ool wigh Az oA AAE
22 o A8 F 709 8-bit HA|2E o AAs}
A EJE]- w}a}xﬁ 2 clock cycle gl 8-bit FAlo]

2.6 Mul and Acc (MAC)

MSP4309] 7§ vt 2185 Feje] 3475 Al
Tk 7129 #AZI7E A A vk A AH
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AZNA 22,205 A (3,4,5)9} 3Eo] AejElet.

2y =Ty (3)
2 = T4y T 3oy, (4)
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(8)9] A$ollie FAAbo] R +ARE A
4 sl
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&% 712 Mul and Acc 2=2h= A% ins-
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WS Muliks o] &84 P8l 7P 284 W
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(% 4) ATmega128 AollA 160-bit =4 At

Method Clock Cycle
Hybrid(5) 3,106
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4.3 Comb-Window &M7| 2011H(3,4)

A At 3 74]°ﬂ 3 %i ﬂlﬂl 74] el F
A

comb 0 a2 al a0
b2 | b1l b0

a2 al a0
b5 b4 | b3

comb 1
a5 a4 a3
b2 | b1 b0

a2 al a0

b8 | b7 b6

comb 2
a8 a7 a6
b2 b1 b0

&— |r7|r6|r5 |r4 |r2|r1 |r0|
accumulator

(213l 7) Block Comb &Z4l7|
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&—[ndro] 8 r7] r6] r5] ra] 3] r2[r1]r0]
accumulator

(22! 8) Comb-Window &4l7|

2 Aol vigk 2E A A she] Helk ¥
Ao 2 Aarste] A et @l ARz o
Ak & FAFORE ANl FAPHo® Al
o] AAgLE A7} bR 2E ol xordhs FA o= A4t
Sis=d

(28] 8ol olell Whgh ol A7} ve} g}, AFAs)
oz}t adl gt 2E F4 A Al Ak
AAZEE bR & FAE Fho] AZHA €t
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