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A Secure AES Implementation Method Resistant to Fault Injection Attack
Using Differential Property Between Input and Output*
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ABSTRACT

The fault injection attack has been developed to extract the secret key which is embedded in a crypto module by injecting
errors during the encryption process. Especially, an attacker can find master key of AES using injection of just one byte. In
this paper, we proposed a countermeasure resistant to the these fault attacks by checking the differences between input and
output. Using computer simulation, we also verified that the proposed AES implementation resistant to fault attack shows better
fault detection ratio than previous other methods and has small computational overheads.

Keywords: AES, Differential Fault Analysis Attack, Fault Attack Countermeasure
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