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based on Euclidean Addition Chain*
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ABSTRACT

Fault attacks manipulate the computation of an algorithm and get information about the private key from the erroneous
result. It is the most powerful attack for the cryptographic device. Currently, the research on error detection methods and fault
attacks have been studied actively. S. Pontarelli et al. introduced an error detection method in 2009. It can detect an error that
occurs during Elliptic Curve Scalar Multiplication (ECSM). In this paper, we present a new fault attack. Our attack can avoid
the error detection method introduced by S. Pontarelli et al. We inject a bit flip error in the Euclidean Addition Chain (EAC)
on the private key in ECSM and retrieve the private key.

Keywords: Elliptic Curve Scalar Multiplication, Elliptic Curve Cryptosystem, Fault Attacks, Euclidean Addition Chain
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