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ABSTRACT

With response to the critical issue of global warming, Smart Grid system has been extensively investigated as next efficient
power grid system. Domestically, Korean is trying to expand the usage of Electric Vehicles (EVs) and the charging
infrastructure in order to replace the current transportation using fossil fuels holding 20% of overall CO2 emission. The EVs
charging infrastructures are combined with IT technologies to build intelligent environments but have considerable number of
cyber security issues because of its inherent nature of the technologies. This work not only provides logical architecture of EV
charging infrastructures with security threats based on them but also analyses security requirements against security threats in
order to overcome the adversarial activities to Smart Grid.

Keywords: EV Charging Infrastructure, Security Threats, Security Requirement
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