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A Study on National Cyber Capability Assessment Methodology
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ABSTRACT

It is required for us to enhance the national cyber capability as the worldwide countries have been doing effort to strengthen
their cyber capabilities. However, we are encountering the difficulty in estimating national cyber capability due to the absence
of any cyber capability assessment methodology. This paper presents the national cyber capability assessment methodology
which is used for settle up national cyber policy. We also introduce the result of five major nations(US, China, Japan, Russia,
Korea)’ cyber capability assessment using the proposed methodology. The methodology is developed using open data and
includes three areas; base capability, attack capability and defense capability. The assessment result shows the in the order of
US, China, Korea, Russia, Japan. As the analysis of that result, in order to enhance the our cyber capability, we recommend
that first, cyber budget and human resources for the base capability should be more invested, second, the strategy for attack
capability enhancement is strongly required and lastly, the patch ratio and security monitoring level should be upgraded.

Keywords: Cyber Capability, Base, Defense, Attack
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