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ABSTRACT

According to advance on vehicle technology, many kinds of ECU(Electronic Control Unit) are equipped inside the vehicle.
In-vehicle communication among ECUs is performed through CAN(Controller Area Networks). CAN have high reliability.
However, it has many vulnerabilities because there is not any security mechanism for CAN. Recently, many papers proposed
attacks of in-vehicle communication by using these vulnerabilities. In this paper, we propose an wireless attack model using
a mobile radio communication network. We propose a secure authentication mechanism for in-vehicle network communication

that assure confidentiality and integrity of data packets and also protect in-vehicle communication from the replay attack.
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