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ABSTRACT

It is known that memory has been frequently a target threatening the computer system’s security while attacks on the
system utilizing the memory’s weakness are actually increasing. Accordingly, various memory protection mechanisms have
been studied on OS while new attack techniques bypassing the protection systems have been developed. Especially, buffer
overflow attacks have been developed as attacks of Return to Library or Return-Oriented Programing and recently, a technique
bypassing the countermeasure against Return-Oriented Programming proposed. Therefore, this paper is intended to suggest a
detection mechanism at binary level by analyzing the procedure and features of Jump-Oriented Programming. In addition, we
have implemented the proposed detection mechanism and experimented it may efficiently detect Jump-Oriented Programming
attack.

Keywords: Memory Corruption, Stack Ovcerflow, Jump-Oriented Programming, Return-Oriented Programming
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Seql Seq2 Seq3 Seq4

insl -—»| insl1 | insl -—»| insl

ins2 : ins2 : ins2 : ins2

ret : ins3 ' ret | | ins3
R ret : Lessas i ret

o] ARaR A 558 WAt shef, WA
Ad 35& 8l 4 AR el wEert saE
A mlAek RET %#do] 2 ols) 28 £l S H7ds}

7] wtell FARFS] o|md| el ARAES E8
30795 9 5l

FAA7} Atz
(¥ 1)& ROP

OH_\_:

webd, ROP 345 $lsiAl= RET AJf2el o
g AAe] a7EY o]F falA 712 Al=H o]
Hazg oA dal= A|FAE qu_qa],o:] A3 4 9]0
1, RET ®W=ols Al2d AelAe w2 7 £
Fo] SIA 9371 wiitell sk Al el it A
ofelgol AT 4 glek webd (23 2)s) 7o) 7]
zo) wejolo] o uol= exl WAL FalA
RET AR2E F43td 448 4 Sl
Aol AR Fa

Ln"*

07 c7 07 00 00 00
0f 95 45 ¢3

test $0x00000007, %edi
setnzb -61(%ebp)

\

movl $0x0f000000, (%edi)

<7 07 00 00 00 of

95 xchg %ebp, %eax
45 inc %ebp

c3 ret

(a8 2)

OlE 2=4 HHE Sot RET AlA2 74
_|

OEE

Control Structures(CS)
® Return Address 3

Return Address 2

Return Address 1
@

@ v o= 32 Buer

Data
Libraries(lib)

¢}
O NA
€]
>|| B0 JAx |>7

Code

(22! 3) Return-Oriented Programming
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Astele] Sol4e] ROP 34 Welshe whyl
S ZRaY L FEF QTS 2 FE BMS
53 ROP ¥4l A= & 9l ates &xstx
rrFES XH&T”E}‘:‘ WS 53 o] FolRle). A
F= Y|4l ROP ¥4 RET opcodeE A3}
o] FeEr o]uj RE opcode: 0xc2, 0xc3,

Oxca, Oxcb7} Ht}, o] & Fd ohg3 22 We=
ROP #4< weld 4 9lr} (8)

e opcode°lr RET opcoded W& 7
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ct.

ADD REG, IMM32 -) (ADD REG, IMM16),
(ADD REG IMM16)

e ModR/M H}o|Eox (28 4)¢} #o] RET
opcode’} A 7%, v} o] WEHAE

2Ao 24 ROP 248 Hlojdl),

o

MOV EAX, EBX (0x8b 0xc3) -» PUSH EBX:
POP EAX

ModR/M Operand 1 Operand 2
Oxc?2 %%heax, %al, %al %edx, %dx, %dl
Oxc3 Y%eax, %al, %al %ebx, %bx, %bl
Oxca Yhecx, %ox, %l %edx, %dx, %dl
Oxch Sheax, Y%cx, %l %ebx, %bx, %dl

SIB Base Scaled Index
Oxc2 Ybedx Ybeax*8
Oxc3 Ybebx Ybeax*8
Oxca Ybedx Ybecx*8
Oxcb Ybebx Ybecx*8

(22 4) ModR/M, SIBE &3 =% 78t RET
opcode

(2) Hlo|ufz| $=o| B35 i

nloulg] F=ef|xe] ROP B3 ﬂ%iﬂgi ROP
Ao W A e
DROPER: olfes Hzz  Aaksloleh10),
DROPL ROP 27471%¢ 54¢ ¥4 ROP 54
& &A]8te] | o] ROP 24<] 544 tb RET ¥
o7} uhagttls AR o] TA S ] 2E B E el
staa}l sk Aolth. o & H3lA WA b 2
R

=2

o G(1,-,n) = Tet’ WHE B o] A
Ao A3t
o Gi) = ¥ G WY A 71

o (3 size sizeof(G(i)) If Min_Addr <=
G(i).Addr (= Max_Addr&&GH)eG
S = {S(JIS().G_size, S(i+1).G size

(= TO&&SI(i), Sli+1}EG):
e S length = {lengthl|length = sizeof(S)}:
e ROP = Assert(Max(S_length) >= T1):

ols} 7ol Hol5l 5 Ea) WAl 4= RET
o150l o RET ejel Aels) 9ol
2 ARSI, TOZ Aol Hold) F& 4 o3}

o) sjeloh el B39 TLoE A9 U4 A
Aol S o) 5 5o ROP 2AE Beksle] of
= Dok sqolet. olelal e (23] 5lok R
© 55 Ed A

“ret” Pof 2ol

poped address 7| £

Contiguous candidate
gadgetso| | 20| =t
Max(S_length)

Max(S_length)
>=T1
Yes
No Yes
ROP 374 o ¥

=g, Davis< ROPdefenderglx 3sli= ROP
o gt wpo] RS Aaksldri(11). AlokEl wpo
Al zdl ellA] g 5&0] dofd 7ol whkst F
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3, CALL W3] A o]% Shadow Z~gdl 1kt

Fa0] 9% 20l
(Uibe 2] F2)

Candidate gadgets2|
Z0| el
G_size

Shadow Stack 2+oj
TOSE PUSH

Program 5!
Shadow Stack®|
TOS Hl

“RET%EI 3of Ha 54
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[ol
ull]

(22l 6) ROPdefender
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Stack
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SP — Jump Address2 EEL EEL =B

Jump Address1 EEL Jmp *reg 1 EEL]
Buffer Overflow bl mprred
HXIAE 1 (reg 1) l_l Trampoline

[ ASFOlEl gt 27} (Update)

reg2 2 X AEMO| IO W (Load)
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(g 7 Update Load-Branch& o|&st JOP 34

.l storer

add eax, [ebx]
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A3
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e
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£ (dispatch table)

TE3ta A6 8TE = ‘_LE S A 349
e tj~34] (dispatcher)E 53 o] %5
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F vz 2 Aol 5% o)Fo] 47 A
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Functional
Gadgets

wR o2 JOP 34 YA (v EER)
T2 29] Aol BF WA o] 2A=

I
A g 7}7< =3 tc}a}xq o]#3 EAL o]
£ JOP BAd Hat s whe A oo e

HES A e

o TO : JOP BAA AHE o] A1zl
Aol Hd w=e] g Ao

o T1 : JOP ¥4l AHg-H = wWedo] Alf2e]
4 e A

o Gadget : 245 7HHE9 wjd

e J count : JOP 7}Ae] =5 =A317] 93 W

Aljksle ©A W vt 3be] F SIS A
A JOP &4l Hg 9A1& gt

D JOP 24l AH45E JMP AR~ S48
slalA 7 weele] sl JMP el U4
s, ol JOP §Ae] AA2EE o 43}e]
Aol 3.2 W7o o] FolAlrhe AL o] 43}e]
IMP A7} AASEE o] 48 4] 2712
Selale] shelg.

® SE o] AA2s} JOP FAel AHeEE

HsA) A B 6 9 Fu
Mo Aelsha el el vhel A,
© £ JOP /M cihe 2 1o JMP e

—‘?1 o el AR Ael=E Aol zu
8 Fe gHT0)3} HlagtezH JOP 7iiel

wkef 7hAle] Al zrh TORE 2 744 JMP

FA | AFLEE 7o) olgly Hekslt}. o]
= JOP #49 5] ol7] wiel JOP
W 5 A3 J_count #s 27|38t
Al paE AGE

©® e Fr 74Hlo] AA JOPs A== tla
37 744l QA2 gelgict. ek @A) el
= —‘Fi 7H( Gadget[ PECKL 7liE' +

EE
AL glsha, obd A= A4 3 A
SRl
® A 7HeR geld ZHlEe 3 JOP
7o ghdste] JOP 7He] 8 SAshs

}

B 49

@
“jmp” B0 20l
Ao s 2 5 Gadget[i] No
== Gadget[i-2]
l® (AT 5P son
L
Gadget[i]
JOP 73 714
@ J_count++
6
sizeof(Gadget[il) O
>=TO
No
Yes |(@)
J_count gt =7|3} Yes
J_count=0
Jop 3=

(27 10) mMeotsts EX| J/He| Al 55
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J_count #< F7HAAITh

@ J_count %k"] Aol A ojdl 2 37 v s}

of %% A% AEAoz JOP Aoz Bus
o] 34% §A|5HA =)
(28 10]2 Ateh= JOP FA¢ wsl 7 =
E E3} elx] updo] 24 =ql /\El'g sEwo|t},

V. Heket=s JOP 34

2 ds 8%t

BXl o7 UES 7o

JOP &4 W& F33l7] ¢4 Dynamic
Binary Instrumentation(DBI) &% o]&3}l=
uhjo] QElnh kA B =ellA] Aleksle JOP
2] WL Intelell] 7fakgk JIT 7]4ke] DBI &
Pintool& o]-&ste] Faslglon(14), o}&3} 7“’
A 7 2 A5HE sk

e CPU : Intel Core i5 2.8Ghz
e OS : Fedora 15

e Kernel @ Linux 2.6.38.6-26

Aloksle el AlAl 73 Pintool AelA<]
dlelile] 54e Fa e Wl s,
ofel whe} AlRkshe WS A gstel JOP 2Ae o)

[}
gk B 5 33}, B =49 732 Linux 7l

_,u

Program
Binary
Pintool JIT-Based Instrumen!atmn Framework (PIN)
i 32 | Virtual Machine(VM)
-~

1dY uojiejuawnaisu

(32 11) PIN stoj2] £ =y ¢#=2E Sat X
OF7 | =44

|
|
\
\
|
J

GollA F= AT ool FhEA] ¥ 1E x86
HEo] A& AMgsle oAugt S AANA FHE &
itk (23 11)S Pin ZHYA=Z HellAe] Algtst
&2 o}7|d A& vl 9lch
THE &2 e 53 AA JOP ¥4 digt
94 ke ARSI Y8 (& 1) Re
Buffer Overflowell #eFg AE2 239 (15)S &
3 A5 skl ol & 91814 Bletsch 59 +=
oA ZgE A Z=(13)F 0|83k bt o]
2% AZ =g gu9S B3 JOP 248 8y,
olof oisl] AlA| 51'217} 7V E Al 24
A A o145 JOP 7HIES AIE Z2ae el 4
= 7o, A FA A= A
golHulg] S EAsle AlAaE o]43le] JOP
A Z=F 2T 5 oloh AdARE (2™ 12)9)
Faxe)

dow] AAl JOP gA¢l dig A7} o] 73l &

—_

d

I

(1) JOP 3Hof| O3t MZ =z

1 #include (stdlib.h>

2 #include (stdio.h)

3 #include (string.h)

4 tinclude {fentl.h)

5 #include (sys/stat.h)

6 #include {(sys/mman.h)
; #include {(unistd.h)

9 char* execut”able— /bln//sh”

10 char® null="\0\0\0"

11 FILE * fd:

12

13 void attack_payload () {

14  asm(”.intel_syntax noprefix”):

15 //dlspatcher B
16 asm("add ebp.edi: jmp (ebp-0x39]:"):
17  //initializer

18 asm('popa: jmp [ebx-0x3e):”):

19 //g00

20 asm( popa: fdivr st(1), st:
21 jmp (edx]):”);

22 //g()l

23 asm("inc eax: fdlvr st(1), st
%gl jmp (edx]):”

g02,
26 asm(‘mov (ebx- -0x17bc0000], ah: stc:
27 jmp (edx]):”);

28 //g03

29 asm("inc ebx: fdivr st(1), st

30 jmp (edx];”

31 //g07

32 asm(’popa; cmc;

33 jmp dword ptr (ecx):”):

34 //g0

35 asm( xchg ecx, eax: fle st, st(3):
36 Jmp (esi-0xf):”

37 //g09, .

38 asm("mov eax, (esi+0xc):

39 mov [(esp), eax: call (esi+0x4):"):
40 //g0a ,

41  asm("int 0x80"):

42

43 asm(”.att_syntax noprefix’):

i

46 void overflow() {

47 char buf(256);

48  fscanf(fd,”%("\n)”,buf):

49 return;

50 }

51

52 int main(int argc, char** argv) {
53 if(arge)l) filename = argv(1]:
54  fd=fopen(filename, "r"):

gg } overflow():
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(a) F4EQ =20 9 (b) JOP 34 =&
[ |
inslab@localhost:~/test/jop_example = g inslab@Llocalhost:~/test/jop_example - | 8

File Edit View Search Terminal Help File Edit View Search Terminal Help
sh-4.2% 1s ~ sh-4.2% ./vulnerable ~
exploit jop_detection.so vulnerable.c [inslab@localhost jop_examplel$
exploit.nasm vulnerable
sh-4.2% ]

(c) YAl ==2T2Mof ohet EX| HAHUE HE
| |
inslab@localhost:~/test/jop_example - =

File Edit View Search Terminal Help

exploit jop_detection.so wulnerable.c
exploit.nasm vulnerable
sh-4.2% ../pin/pin -t ./jop detection.so -- 1s

exploit jop_detection.so wulnerable.c
exploit.nasm vulnerable
sh-4.2% I

sh-4.2% 1s ~

(d) JOP 3ol tht EX| oi7|LE XE
inslab@localhost:~/test/jop_example ‘— =

File Edit View Search Terminal Help

sh-4.2% ./vulnerable ~
[inslab@localhost jop_examplel]$ exit

exit

sh-4.2% ../pin/pin -t ./jop detection.so -- ./wvul
nerable

JOP Attack Detection!!!
Aborted (core dumped)
sh-4.2¢ |

(2@ 12) JOP 34 EX|of thet &a 2

= sleh, w3 Al 2ol dsiAs A4
ol Fefo] o] Fole A & &

T3 A e A 47FE #1814 Linux A
28] AellA] wo] ARE-E= 8709 ol EE]Al S ¢
o= AAsta, A4z ofEe|Aleldel Ml 7]Ee] ut
ofufe] Az} FA7F A8 g el A e] S Al

e ZRseh. 54 A3, AEeAeld 3 Ao
DBIZ <13 ¥k eosl= o g7 269 44
W oF 2.79e] 2
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