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ABSTRACT

As the number of information asset and their vulnerabilities are increasing, it becomes more difficult for network security
administrators to assess security vulnerability of their system and network. There are several researches for vulnerability
analysis based on quantitative approach. However, most of them are based on experts’ subjective evaluation or they require a
lot of manual input for deriving quantitative assessment results. In this paper, we propose HRMS(Hacking and Response
Measurement System) for enumerating attack path using automated vulnerability measurement automatically. HRMS can
estimate exploitability of systems or applications based on their known vulnerability assessment metric, and enumerate attack
path even though system, network and application’s information are not fully given for vulnerability assessment. With this
proposed method, system administrators can do proactive security vulnerability assessment.
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[ > name VARCHAR(255) [Crame varcrar(es5) ] [ name VARCHAR(255) ||
3 > >
(32 7) OSVDB CGo|efH|o|AE 288t Exploitability HIOIE 7%
T —
OSVDBQ’]’ CVE °ﬂk] /q éi Ui] ']*‘E] ﬂ] ]"d °ﬂ HRMS Manager ‘ DB Manager
gk CVSS scored Al3atc, 1 A el A startg) | |
Connect() i

Foldl ARE o] g3t (2¥ 717 7&—3— ARZ dlo]
o] 2ol AAE CVSS scores HRMSel -84
71}

3.5 HRMS Display?t 7=

(¥ 12)¢] HRMS Display= &7 WES =
e =g At Axdl HRE #1d £ gk
2 #Fc}. HRMS Displays %S ¢ HHE &
EopA =g st APEd WA 02 attack
graph® A4 Fot.

HRMS®S F8 Fg22x (23 8)3 o]

HRMSManager Node

-nodeList : vector<Node*> -name : unsigned char

-*dlg : HRMSdIg -nv : float

+checkGraphCycle() : bool -nv_weight : float

+eraseGraphCycle() : void -as : float

+drawScreen() : void -as_weight : float

+getAttackGraph() -os_weight : float

+getAttackGraphScore() : float | [-hrmsScore : float

-linkedNodes : vector<Node*>

+calculateHRMSScore() : void
+addLink(in Node*node) : void

(22! 8) Node Class?t HRMSManager Class Metric

addNode(Node *node)T
I

return Success
return Success

query(nodelnfo)

eturn vulnerabilityInfo

createNode()

return Success
Kemmm e — Fo————

PR . i |

return Success

(78 9) HRMS Azt & = HE F7}

HRMS Manager DB Manager

getAttackGraph() | '
1

1
calculateHRMSScore()
)

return nodeHRMSScore
1

K== FoTTTTToom s
i
i
> checkGraphCycle()
i
getLinks()

return vector<Node*>

if cycle exist, eraseGraphCycle()

return vector<Node*>

(a2l 10) Attack Graph H&E F&
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getHRMSScore() i
) return nodei!-iRMSScore U TO= 24218 B4 L3419 »E FHekdo| o

I
> calculateOptimalScore()
N I

|

|

|

|

|

- |
__> return OptimalHRMSScore '
return HRMSScore 5 i i
N i i
I |

I |

I |
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I 22 FAeA e]Fed 4 gle FAHe diR

HRMSE AAFsle] attack graphs /‘E/“E}—t— A
HojFrh FAAS] A= o F UEY I 9

‘:Emlor

3ol o] B Aue] A5 Al wz
4% A7}

ZAsH 2 Aol ¥AAE= vEY=A

Messages
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2. Cisco IPS 4200 Series Sensors(35.940636)
4, Windows Server 2008 SP2(18.782589)

8. Cisco Catalyst 6500(7.828080)

9. Easycerti Wapp Safer EW-1000z(2.813462)
11. Nortel Contivity 1100(0.907339)

12. Windows Server R2(0.474060)

& B 0.474060

2. Cisco IPS 4200 Series Sensors(35.940636)
4. Windows Server 2008 SP2(18.7825809)

8. Cisco Catalyst 6500(7.828080)

11. Nortel Contivity 1100(2.524549)

12. Windows Server R2(1.319008)

& E=1.319008

2. Cisco IPS 4200 Series Sensors(35.940636)
4. Windows Server 2008 SP2(18.782589)

9. Easycerti Wapp Safer EW-1000z(6.750582)
8. Cisco Catalyst 6500(2.813462)

11. Nortel Contivity 1100(0.907339)

12. Windows Server R2{0.474060)

Z[E E= 0.474060

2. Cisco IPS 4200 Series Sensors(35.940636)
4, Windows Server 2008 SP2(18.782589)

Command

m

Hode List [ seecAl | [ DessectAl |
Use/Mum Node name HRMS Score Links
Aftacker 1.060212 2,3
Cisco IPS 4200 Series Se... 35.940636 1,4
Cisco 7600 Series 32.617878 1,5
Windows Server 2008 SP2  52.260036 2,6
HP-UX 10.30 36.038406 37
D-Link DGS-2208 87.432159 4,8,9
Cisco ME 3400E 79.713158 58,9
Cisco Catalyst 6500 41.677322 6,7,10
Easycerti Wapp Safer E...  35.940636 6,7,10
D-Link DES1005D 96.138908 8,911
Mortel Contivity 1100 32.249920 10,12
Windows Server R2 52.247257 11

Export Edges | [ Show Graph

Setting

(22l 12) HRMS Display
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100.000000
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D-Link DGS-2208
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= Access Switch
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Series Ethernet
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7-Cisco ME 3400E
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Contivity 1100
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10-D-Link DES1005D
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11-Mortel Contivity 1100
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12-Windows Server R2
1319008

(22 14) A" HRMSE o|2%t attack
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