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ABSTRACT

DLP technology has been effectively enforcing privacy protection policy in on-line computing environment. However, with
wide spread use of smart devices and promotion of smart-works, it has been pointed out that DLP technology cannot
effectively prevent privacy leakage at smart devices and is comparatively weak at APT attack.

In this paper, we suggests a hybrid approach, PPS, which integrates E-DRM system with DLP technology, taking
advantages of both technologies. The technology basically uses encryption function and access control of E-DRM system, and
thus it can effectively prevent leakage of privacy information of customers, even if the documents are in the hands of
malicious third parties.
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