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ABSTRACT

Control Flow Integrity(CFI) and Control Flow Locking(CFL) prevent unintended execution of software and provide integrity
in control flow. Attackers, however, can still hijack program controls since CFI and CFL does not support fine-granularity,
context-sensitive protection. In this paper, we propose a new CFI scheme, Source-code CFI(SCFI), to overcome the problems.
SCFI provides context-sensitive locking for control flow. Thus, the proposed approach protects software against the attacks on
the previous CFI and CFL schemes and improves safety.

Keywords: Software Security, Control Flow Integrity
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$ ./s “python -c¢ 'print "A" * 20

+ "\ x33\ x86\ x04\ x08"" " a

This is critical _ops()
Segmentation faul t

of
)

$ ./s “python -c 'print "A" * 20

+ "\ x14\ x86\ x04\ x08"" " a

2 This is critical _ops()
Segmentation faul t
(a) CFIH CFLO| HEx[X| gb= 22, F 34
o] 2F MIZsict,
(critical_op() 2| F2=: 0x8048533, F M|
vuln_func(2l retrun F4&: 0x8048614)
$ ./s_cfl “python -c 'print "A" * 20
2 + "\ xbb\ x85\ x04\ x08"" * a
o
1 . .
Error: control flowviolation
Aborted
$ ./s_cfl “python -c 'print "A" * 20
. + "\ xa7\ x87\ x04\x08"' " a
o
2 S S
This is critical _ops()
Segmentation faul t
(b) 7IZ CFLoO| ME&l Z22. 3412 dufist
A2t 3A2= M3t
(critical_op() 8| F2=: 0x80485bb, F EiM|
vuln_func() 2l retrun F4: 0x80486a7)
$ ./s_scfi “python -c 'print "A" * 28
+ "\ x3a\ x86\ x04\ x08"" " a
4
1 . .
Error: control flowviolation
Aborted
$ ./s_scfi “python -c "print "A" * 28
24 + "\ x52\ x88\ x04\ x08"' * a
2 . .
Error: control flowviolation
Abor t ed
(c) HMetst= SCFIZE M EE 4% 2E 342
glo{sict
(critical_op() 2| F4&: 0x804863a, F HM|
vuln_func(2l retrun F4&: 0x8048852)
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